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Abstract— Nowadays, it usually requires a massive amount of
labeled data to train a deep neural network. When no labeled
data is available in some application scenarios, domain adaption
can be employed to transfer a learner from one or more source
domains with labeled data to a target domain with unlabeled
data. However, due to the exposure of the trained model to the
target domain, the user privacy may potentially be compromised.
Nevertheless, the private information may be encoded into the
representations in different stages of the deep neural networks,
i.e., hierarchical convolutional feature maps, which poses a great
challenge for a full-fledged privacy protection. In this paper,
we propose a novel differentially private domain adaptation
framework called DPDA to achieve domain adaptation with
privacy assurance. Specifically, we perform domain adaptation
in an adversarial-learning manner and embed the differentially private design into specific layers and learning processes.
Although applying differential privacy techniques directly will
undermine the performance of deep neural networks, DPDA can
increase the classification accuracy for the unlabeled target data
compared to the prior arts. We conduct extensive experiments
on standard benchmark datasets, and the results show that
our proposed DPDA can indeed achieve high accuracy in many
domain adaptation tasks with only a modest privacy loss.
Index Terms— Domain adaptation, privacy preservation, differential privacy, deep learning, convolutional neural network.

I. I NTRODUCTION

D

EEP neural networks have demonstrated an unprecedented strong power in solving many problems in
computer vision, natural language processing, and speech
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Fig. 1. An illustration of domain adaptation and the risk of privacy leakages.

recognition, etc. To achieve better generalization and higher
performance, large-scale datasets are commonly required during the training. However, it is often labor-intensive and
time-consuming to manually label massive data from diverse
application domains. In addition, dataset biases usually make
it difficult to apply a trained model to unseen data with
a different distribution. This motivates the development of
unsupervised domain adaptation, a novel technique that tries
to transfer the model trained on a dataset from the source
domain to another unlabeled dataset from the target domain.
To be specific, domain adaptation aims to map both the
source-domain data and target-domain data into a common
feature space and make the classifier trained from the source
domain capable of classifying the unlabeled target-domain
data. However, there exists a serious privacy concern for the
training data in many application scenarios such as hospitals
and schools (the owners of the target data), since the sensitive
private data used as input for training domain adaptation
models can be leaked to others. Some attacks have been
proposed to infer sensitive information about the training data
from the released trained model [1]–[4].
Considering a practical scenario as illustrated in Figure 1,
a hospital receives unlabeled medical data of different users
and expects to make a classification or prediction on these
data. Since the hospital only has few labeled data, it cannot train a model with high performance based on its own
data. Therefore, it sends the unlabeled medical data to a
cloud server which has a large amount of labeled medical data. Then, the cloud server trains the model with the
unlabeled target-domain data from the hospital and its own
source-domain data together by a domain adaptation method.
Finally, the trained model is sent back to the hospital and
accessible to users. If there is a malicious user, he/she may
try to extract private information about the training data from
the model. Many attacks only require the knowledge of the

1556-6013 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University of South Carolina. Downloaded on April 15,2020 at 23:45:32 UTC from IEEE Xplore. Restrictions apply.

3094

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 15, 2020

model’s inputs and outputs to compromise the privacy [1], [2].
In some cases, trained models can leak information about the
ownership of the training data, e.g., an adversary can perform
a membership inference attack to learn whether a target data
sample has been used for training the model [3], [4].
Assume that an adversary has full knowledge of the training
architecture and model parameters, differential privacy has
been used to solve this problem. It can ensure that the
adversary cannot extract the information of any specific data
from the whole dataset with high confidence, even if all the
remaining data are leaked. The key idea of differential privacy
is to add noise to the data for privacy protection. Several
differentially private methods [5], [6] have been proposed
to protect private data in transfer learning, which uses the
knowledge from the source domain to improve the performance of a supervised learning algorithm over the labeled
target data. For instance, Yao et al. [5] exploited feature-wise
partitioned stacking to enhance privacy-preserving logistic
regression, and combined with hypothesis transfer learning
to enable learning across different organizations. However,
the existing methods cannot be directly applied to supervised
transfer learning to protect the privacy for the unsupervised
domain adaptation. Due to the lack of labeled target data
for domain adaptation, it is more difficult to obtain a good
classification performance while adding noise for privacy
protection.
In this paper, we propose a novel framework for deep
domain adaptation with a strong privacy guarantee and low
utility loss, called Differentially Private Domain Adaptation
(DPDA). Specifically, the differentially private domain adaptation task mainly includes two phases. In the first phase,
the model is trained by the labeled data using a traditional
optimization algorithm. In the second phase, the unlabeled
target data is exploited to obtain domain-invariant features by
an adversarial learning strategy [7]. The shallow layers of the
neural networks are trained in a fine-tuning manner, and the
first few layers of them are frozen to preserve the efficacy in
domain adaptation.
To achieve differential privacy with a modest utility loss,
we only add noise into the specified gradients in our model.
DPDA trains the model on the source and target data separately, and the noise is added only in the training process
on unlabeled target data to reduce the privacy cost, since the
labeled source data usually comes from public training datasets
in practice. To reduce the privacy loss caused by running
a large number of epochs, we use the RDP accountant [8]
to track the detailed information of the privacy loss and
train our model within a modest privacy budget. Furthermore,
we propose a framework to protect both the source and target
data for domain adaptation, called Global Differentially Private
Domain Adaptation (G-DPDA). Our main contributions are
three-fold.
• We propose a new and novel framework to protect sensitive
private training data in domain adaptation. To our best
knowledge, we are the first to provide a feasible solution
for privacy-assured domain adaptation.
• We add Gaussian noise into the gradients in specific
layers and phases to achieve (, δ)-differential privacy.

We also use an adversarial-learning strategy to obtain
domain-invariant features for the unlabeled target data
classification.
• We validate the effectiveness by comparing our design with
several state-of-the-art methods on two standard benchmark
datasets. The results demonstrate that our scheme can
perform domain adaptation tasks with a high classification
accuracy for unlabeled target data while protecting individual privacy with only a modest privacy loss.
II. R ELATED W ORK
A. Domain Adaptation
Domain adaptation aims to build models to decrease the
difference between the probability distributions of different
domains [9]. It solves the problem of lack of labeled training
data. So far, many deep learning-based domain adaptation
methods have been developed in the past few years [10]–[15].
Recently, unsupervised adaptation, where the target-domain
data have no label or sparse labels, has been studied in many
models of deep neural networks [16]–[20]. Prior methods
are mainly built upon two different strategies. The first one
adds the training loss with Maximum Mean Discrepancy
(MMD) [21], and computes the norm of the difference between
means of two domains. The MMD loss has been used in
several unsupervised adaptation models, such as the Deep
Domain Confusion method (DDC) [22] and the Deep Adaptation Networks (DAN) [23]. These models realize domain
adaptation by minimizing the distance between domains.
The second one, which utilizes a domain-adversarial loss
to minimize the domain shift, is effective in unsupervised
adaptation. It maximizes the loss of the feature extractor
while minimizing the loss of domain classifier, and thus
reducing the discrimination between domains. Many methods,
e.g., the gradient reversal algorithm (ReverseGrad) [7], Deep
Reconstruction-Classification Networks (DRCN) [24] and the
conditional adversarial domain adaptation method [25], all
follow this strategy to obtain domain-invariant features. Note
that, Generative Adversarial Networks (GANs) [26] can also
be used to solve the problem that the labeled training data
is lacking. For example, the Coupled Generative Adversarial
Networks (CoGANs) [27] achieve domain adaptation by using
two GANs to generate the source-domain and target-domain
data and sharing the corresponding weights.
B. Privacy-Preserving Deep Learning
Deep learning is a branch of machine learning. By embedding nonlinear functions into a multi-layer network architecture, deep learning can achieve a strong abstraction power.
We are already seeing its superior performance in many
application fields like speech recognition [28], image recognition [29], object detection [30], [31] and image retrieval [32]
etc. It is worth noting that in some scenarios, the training data
used for deep learning may be sensitive, e.g., the biomedical
data about diseases [33], genetics [34] and biometrics [35],
etc. A major privacy concern is that the adversary may want
to determine whether a particular data is included in the input
dataset [36], [37].
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Differential privacy has become a common practice to
prevent the adversary from inferring any information about a
specific record with high confidence. Many differentially private machine learning and data analysis algorithms have been
proposed, e.g., privacy-preserving boosting, logistic regression, support vector machines, neural network, empirical risk
minimization, stream data processing, and parameter estimation [6], [38]–[41]. However, the existing methods only focus
on supervised learning while domain adaptation considers
unsupervised learning. To the best of our knowledge, the problem of how to achieve privacy-preserving domain adaptation
has not been well addressed so far.
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Fig. 2. An illustration of the domain adaptation model exploited to classify
the unlabeled target data with the knowledge of labeled source data.

III. BACKGROUND
A. Domain Adaptation
We consider a general framework for unsupervised domain
adaptation [42]. Let X be the input space and Y = {1, . . . , L}
be the set of L possible labels. We assume that there are two
different distributions called the source domain ps (x, y) and
the target domain pt (x, y) over X × Y , respectively. A set
of labeled source samples S Ns are drawn from ps (x, y), and
a set of unlabeled target sample T Nt are drawn from pt (x),
where pt (x) is the marginal distribution of pt (x, y) over X.
Formally, the two datasets can be represented as
Ns
S Ns = {(x i , yi )}i=1
∼ ( ps (x, y)) Ns ,

T

Nt

=

t
{(x j )} Nj =1

∼ ( pt (x)) ,
Nt

(1)
(2)

where Ns and Nt are the number of samples from the source
domain and the target domain respectively. Then, the goal is
to make the classifier ψ : X → Y have a low target risk

ps ( f ) = G f (x; θ f )|x ∼ ps (x) look like the pt ( f ) =
G f (x; θ f )|x ∼ pt (x), the same feature vector f is mapped
by a mapping G d (G f (x k ; θ f ); θd ) with the parameters θd for
x k ∈ X mi x to the domain label d. If these two distributions
are similar, the accuracy of the label prediction on the target
domain will be the same as that on the source domain. Finally,
the classifier can be used to classify the target data.
To minimize the domain shift between ps ( f ) and pt ( f ),
the adversarial process [7] is introduced to enable the feature
extractor G f to maximize the loss of the domain classifier and
the domain classifier G d to minimize the loss of the domain
classifier simultaneously. The function of domain adaptation
is formulated as
E(θ f , θ y , θd ) =

Ns

i=1

(3)

−ν

We observe that minimizing domain shift by exploiting the
adversarial loss is a scalable method for achieving unsupervised domain adaptation, since it achieves the state-of-the-art
results and is relatively easy to tune for us. To achieve domain
adaptation by adding adversarial losses, the server (the owner
of the source-domain data) firstly has access to the training
samples X s = {x i }(i ∈ {1, . . . , Ns }) and predicts the label
y ∈ Ys for each input x s ∈ X s . In the meanwhile, the server
collects target-domain data from users, and trains the model
with the training samples X mi x = {x k }(k ∈ {1, . . . , N}) drawn
from both the source domain and the target domain based on
the marginal distributions ps (x) and pt (x), where N is the
number of samples in X mi x . In this phase, each training sample
x k has a corresponding domain label dk ∈ {0, 1}. If x k comes
from the source distribution ps (x), then dk = 0. If it comes
from the target distribution pt (x), then dk = 1.
Generally, a domain adaptation model [18] can be decomposed into three parts: feature extractor G f , label predictor G y , and domain classifier G d (see Figure 2). Firstly,
the data is mapped by a mapping G f to a feature vector f . Then, to obtain good prediction performance on
the source domain, the feature vector f is mapped by
a mapping G y (G f (x i ; θ f ); θ y ) with the parameters θ y for
x i ∈ X s to the label y. To make the distribution

Ns


R pt (x,y)(ψ) =

Pr

(ψ(x) = y).

(x,y)∼ pt (x,y)



L y G y (G f (x i ; θ f ); θ y ), yi
N




L d G d (G f (x k ; θ f ); θd ), yk

k=1

=

i=1

L iy (θ f , θ y ) − ν

N


L kd (θ f , θd ),

(4)

k=1

where L y (·, ·) is the loss for label prediction, L d (·, ·) is the
loss for domain classification, and L iy and L kd denote the loss
functions at the i -th and k-th training phases, respectively.
The parameter ν is used to maximize the loss of the domain
classifier.
B. Differential Privacy
Nowadays, differential privacy [43] has become a powerful
tool and provides strong privacy guarantees for algorithms
on aggregate databases. In the domain adaptation model, for
instance, the privacy guarantee is provided for the training
algorithm on the source and target datasets. Moreover, differential privacy is defined in terms of pairs of adjacent databases
that only differ by one training example.
Differentially private mechanisms protect the private data
by adding noise on the query answers. The confidence of any
inferences about individual users will be similar enough before
and after the private release, so the attacker cannot infer any
individual information even though all the information of other
users is leaked and controlled [40].
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Definition 1: A randomized mechanism M with domain
D and range R satisfies (, δ)-differential privacy if for any
two adjacent inputs d(d  ∈ D) and for any subset of outputs
S ⊆ R, it holds that




Pr [M(d) ∈ S] ≤ e Pr [M(d ) ∈ S] + δ.

(5)

This definition guarantees that each output of algorithm M is
nearly equally likely on the adjacent databases [44]. As there
are two databases from different distributions in domain
adaptation, differential privacy is defined separately for source
domain Dsource and target domain Dt arget . In our work, each
training source or target dataset is a set of image-label pairs,
and the two sets are adjacent if they differ in a single entry. For
instance, if one image-label pair from Dt arget is present in one
set and absent in the other, these two sets are adjacent, and
the definition can guarantee that each output of the domain
adaptation model for adjacent sets from Dt arget is almost
equally likely.
The privacy budget  controls the amount of the difference
between d and d  . A smaller  can lead to a stronger privacy
guarantee of M. We also add a term δ introduced by [45].
δ allows for the probability that the original -differential
privacy can be broken with probability δ, and it is better to
have this value smaller than 1/|d|. In addition, composability
is a useful property in differential privacy, and it guarantees
that if every component of a mechanism is differentially
private, their composition is also differentially private. i.e., if
each algorithm of (M1 , . . . , Mn ) is (, δ)-DP, then their
n-fold adaptive composition is (n, nδ)-DP.
Definition 2: For neighboring databases d, d  ∈ D, a mechanism M and an outcome o ∈ R, define the privacy loss at o
as
Pr [M(d) = o]
c(o; M, d, d )  log
.
(6)
Pr [M(d  ) = o]
Privacy loss is defined as a random variable closely related
to the added random noise. It will be useful to define the
privacy loss and the privacy loss random variable because the
differences in the probability distribution of the result after
running M on d and d  can be captured [44]. To specify that
this random variable is mostly small, one way is to bound the
Rényi divergence of M(d) and M(d  ).
Definition 3: Rényi Divergence [46]. The Rényi divergence
of order α between the two distributions P and Q is defined as

1
log P(o)α Q(o)1−α do.
Dα (P||Q) =
(7)
α−1
Rényi divergence becomes the max divergence when α → ∞,
and setting P = M(d) and Q = M(d  ) can ensure that
1
Dα (P||Q) = α−1
log Ec [e(α−1)c ], where c is the privacy
loss variable c(o; M, d, d  ). Thus, a bound on the Rényi
divergence over all orders α ∈ (0, ∞) is equivalent to
(, 0)-DP. Moreover, as α → 1, this bound approaches the
expected value of c(o; M, d, d  ) equal to Kullback-Leibler
divergence K L(M(d)||M(d  )) [47]. Rényi Differential Privacy is defined based on this behavior.
Definition 4: Rényi Differential Privacy (RDP) [48]. A randomized mechanism M(d) is said to be (α, )-Rényi differentially private if and only if its distribution over any two

adjacent inputs d and d  satisfies
Dα (M(d)||M(d  )) ≤ .

(8)

Here, α is chosen in RDP to tune the amount of concern placed
on unlikely large values of c(o; M, d, d ) versus the average
value of c(o; M, d, d ).
C. Deep Learning With Differential Privacy
Generally, a deep neural network is composed of multiple
layers with hidden neurons and nonlinear functions. Given
a set of data examples, the goal of the learning process of
the network is to find a set of parameters θ that optimize
the output close enough to the ground truth. More precisely,
a loss function L is defined to represent the penalty for
mismatching the training data. The loss L(θ ) = N1 L(θ, x i )
is the mean value of the loss over the training examples
x 1 , . . . , x N . To achieve the goal of learning, the loss should be
small enough by the specific θ after training with an effective
optimization. Mini-batch stochastic gradient descent (SGD)
algorithm [49] has been proposed to complete this task by
minimizing the cross-entropy error for the model outputs and
the corresponding labels. In this algorithm, a
batch B of random examples is extracted, and g B = 1/|B| x∈B ∇θ L(θ, x)
is computed to estimate the gradient ∇θ L(θ ) at each step in
this algorithm. Then the parameters θ are updated with the
gradient direction g B .
The method proposed by [40] adds Gaussian noise into the
gradients to protect private data. It takes a random sample Lt
at every training step t and computes the gradient gt (x i ) for
each tuple x i ∈ Lt . Then it clips each gradient in l2 norm
and adds Gaussian noise into them. Finally, the differentially
private parameters θ learned by the algorithm can be published
without privacy leakages.
IV. D IFFERENTIALLY P RIVATE D OMAIN
A DAPTATION M ODEL
A. Problem Statement
There are two data distributions (or domains): one is the
source distribution ps (x, y), and the other is the target distribution pt (x). These two data distributions are similar but
Ns
have difference. The source-domain data S Ns = {(x i , yi )}i=1
N
t
are adequate and labeled, and the target-domain data T =
t
{(x j )} Nj =1
are unlabeled. Our ultimate goal is to train a
model which can predict the labels of the target-domain data
while preventing the privacy leakages of the sensitive training
data.
Since the distributions of the source-domain data and the
target-domain data are usually different, the model only trained
by the source-domain data will have poor performance in classifying the target-domain data. Therefore, exploiting both the
labeled source-domain data and the unlabeled target-domain
data to train the classification model is essential for domain
adaptation. Because an adversary who can use the model
arbitrarily may be able to extract partial information of the
training data, we add differentially private noise into the
training process to protect the sensitive information.
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Fig. 3. The proposed architecture includes two phases and three main parts. In Phase 1, the training algorithm minimizes the label prediction loss in the
feature extractor (blue) and the label predictor (purple) by running the standard SGD algorithm on the labeled data. In Phase 2, the training algorithm
maximizes the domain classifier loss in the feature extractor and minimizes the domain classifier loss in the domain classifier (orange). The model is trained
by running the differentially private SGD algorithm on the unlabeled target data and the standard SGD algorithm on the source data in Phase 2. The first
6 layers are frozen and we only finetune f c7 and f c8 in the feature extractor. The weights in both two phases are shared in f c7 and f c8.

B. Network Architecture
To prevent privacy leakages of the target data from the
domain adaptation model, we design a Differentially Private
Domain Adaptation (DPDA) framework. Assume that the
training server has access to both the source and the target
data, as illustrated in Figure 3, we define a deep feed-forward
architecture including two phases. In Phase 1, the server predicts the labels of source-domain training samples X s collected
based on the marginal distribution ps (x). In Phase 2, it collects
target-domain training samples X t = {x j }( j ∈ {1, . . . , Nt })
from users based on the marginal distributions pt (x), and
trains the model with the training set X mi x that consists of both
the source-domain and target-domain samples. Every training
sample has an additional label of the domain it belongs to.
Next, we present the designs of G f , G y , and G d respectively.
a) Feature extractor G f : In DPDA, the feature extractor
is used to produce similar ps (x) and pt (x) over the representation space, which enables the model trained by the labeled
source data to classify the unlabeled target data with better
performance. The data in both the two phases are mapped
by a mapping G f . We use the AlexNet architecture [30]
where five convolutional layers (conv1 − conv5) and three
fully connected layers ( f c6 − f c8) are contained in the
feature mapping process. As the convolutional layers will
learn the generic features [50], parameters on these layers can

be highly adaptive across the datasets. Hence, we freeze the
conv1 − conv5 and f c6 to adapt the pre-trained AlexNet to
our model, and only retrain the layers f c7 and f c8. We denote
the parameter vector of f c7 and f c8 in this mapping as θ f ,
i.e., f = G f (x; θ f ), and share these parameters between the
two phases. Then the feature vector f is mapped by a mapping
G y (G f (x i ; θ f ); θ y ) with the parameters θ y for x i ∈ X s to the
label y in Phase 1, and a mapping G d (G f (x k ; θ f ); θd ) with
the parameters θd for x k ∈ X mi x to the label d in Phase 2.
b) Label predictor G y : The label predictor uses the
labeled source data to train a classification model. As our
goal is to achieve high performance on the source domain in
Phase 1, we optimize G f and G y to minimize the empirical
loss for the source-domain samples. The label prediction
loss is
E(θ f , θ y ) =

Ns




L y G y (G f (x i ; θ f ); θ y ), yi

i=1

=

Ns


L iy (θ f , θ y ).

(9)

i=1

Since this phase is a standard feed-forward operation in deep
learning, we use the standard SGD to update the parameters.
c) Domain classifier G d : As the private target data is
used to train the domain classifier, G d needs to protect the

Authorized licensed use limited to: University of South Carolina. Downloaded on April 15,2020 at 23:45:32 UTC from IEEE Xplore. Restrictions apply.

3098

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 15, 2020

private information of the target data while minimizing the
domain shift in DPDA. The feature vector f is mapped by
a mapping G d (G f (x; θ f ); θd ) with the parameters θds for
x i ∈ X s or the parameters θdt for x j ∈ X t to the domain
label d in Phase 2. The loss of the domain classifier G d
corresponding to the discrimination between the two feature
distributions are exploited to make the distribution ps ( f )
similar to pt ( f ). In the training procedure, we introduce the
adversarial process [7] to let G f maximize the loss of the
domain classifier and G d minimize the loss of the domain
classifier simultaneously. As traditional domain adaptation
methods train the models by the mixed data X mi x directly
to minimize the domain shift, it is difficult to solely protect
the privacy for the target data. In our scheme, we train the
model by the source data X s and the target data X t separately.
Therefore, the domain prediction loss can be transformed into
the following form
E(θ f , θds , θdt ) = −ν
−ν

Ns

i=1
Nt




L d G d (G f (x i ; θ f ); θds ), yi

j =1

j =1

(10)
After iterative training in the two phases with the parameters
shared to layers f c7 and f c8, the distributions of the source
domain and the target domain will be similar such that we can
use the label predictor to classify the target data.
Based on the method proposed in [40], we inject Gaussian
noise into the gradients to achieve differential privacy and
protect the private training data. Since we train the model by
the source and target data separately in DPDA, the noise can
be only added to the training on the target data, which reduces
the utility loss caused by the noise as much as possible.
Specifically, we compute the gradients of a random subset of
the target-domain examples with size M and add noise to them
at each step of SGD (see details in Section IV-C). Finally, this
model can be used by any individual, and its characteristics
are not specific to any single individual.
C. Optimization in Two Different Phases
In this section, we show how to optimize the two phases.
In Phase 1, we use the standard SGD to minimize the empirical
loss function E(θ f , θ y ). Parameters θ f and θ y are updated by
the following stochastic updates
θ f ←− θ f − η
θ y ←− θ y − η

∂θ f
∂ L iy
∂θ y

θdt ←− θdt

∂L

⎛
⎞
Ns
Nt


j
= −ν ⎝
L id (θ f , θds ) +
L d (θ f , θdt )⎠ .

∂ L iy

1  ∂ L id
,
M
∂θds
i
1 
− η
N (0, σ 2 C 2 I)
M

θds ←− θds − η

(13)

j





L d G d (G f (x j ; θ f ); θdt ), y j

i=1

as no target-domain data is used in Phase 1. In each iteration of
the training on X s , we take a batch of examples Ms from X s .
As we do not have to protect the public source data X s
in DPDA, only the standard SGD is used to minimize the
empirical loss function E(θ f , θds ). For the training on the
target data, we first take a batch of examples Mt from X t , and
clip the gradients in l2 norm to bound the influence of each
individual example to achieve differential privacy, i.e., for a
predefined threshold C, the gradient vector g/ max(1, g 2 /C)
replaces the gradient vector g. Then we perturb these clipped
gradients by the Gaussian mechanism. In Phase 2, parameters
θds , θdt and θ f are updated by the following stochastic updates

,

(11)

,

(12)

j

j
d
∂ Ld
∂θdt 2 
) ,
+
/ max(1,
∂θdt
C

1
θ f ←− θ f − η
N (0, σ 2 C 2 I)
−ν
M

(14)

j

j

j

∂ Ld
+
/ max(1,
∂θ f

∂ Ld
∂θ f 2

C

 ∂ Li

d
) −ν
,
∂θ f

(15)

i

where η is the learning rate, M is the batch size, C is the
gradient norm bound, σ is the noise scale, and N (0, σ 2 C 2 I)
is the normal Gaussian distribution.
However, in Phase 2, we cannot directly invoke the standard
SGD algorithm because there is a −ν factor in the empirical
loss function E(θ f , θd ), which plays an important role in
maximizing the loss of domain classifier in the feature extractor G f . As a result, we add the gradient reversal layer (GRL)
proposed by [7] to make SGD available for this phase. During
the forward propagation, GRL just copies the data without
changing it. But in the backpropagation, GRL multiplies the
gradient by −ν. The gradient reversal layer is defined as Rν (x)
(16)
Rν (x) = x,
d Rν
= −νI,
(17)
dx
where I is an identity matrix. Then domain the prediction loss
can be defined as
Ẽ(θ f , θds , θdt ) =

Ns




L d G d (Rν (G f (x i ; θ f )); θds ), yi

i=1

+

Nt




L d G d (Rν (G f (x j ; θ f )); θdt ), y j .

j =1

(18)

where η is the learning rate.
As discussed above, to reduce the utility loss caused by
differential privacy, we only add noise into gradients in Phase 2

Then we can use the standard SGD algorithm to optimize the
domain classifier.
After running updates Eqs. (13)-(15) for Eq. (10), pt ( f ),
which is perturbed by noise and ps ( f ), will be similar enough.
Therefore, after updating the loss in Eq. (9) according to
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Eqs. (11) and (12), the unlabeled target data can be classified with higher accuracy by the label predictor y(x) =
G y (G f (x; θ f ); θ y ). The outline of our basic method for
training a differentially private domain adaptation model is
presented in Algorithm 1.
Algorithm 1 Differentially Private Domain Adaptation
Input: Examples X s = {x i }, i ∈ {1, . . . , Ns } from the source
domain and X t = {x j }, j ∈ {1, . . . , Nt } from target domain,
loss function E(θ f , θ y ) and Ẽ(θ f , θds , θdt ). Parameters:
learning rate η, noise level σ , batch size M, gradient norm
bound C.
Output: Model parameters θds , θdt , θ y , and the overall privacy
cost (, δ).
Initialize θds , θdt , θ y randomly
for t ∈ [T ] do
(1) Updata parameters θ y in Phase 1:
Take random samples Ms with probability M/Ns
gty (x i )

Fig. 4. Global differentially private domain adaptation in shallow neural
networks.

perturbed as follows
θ y ←− θ y − η

i

∂ L iy
∂θ yt

For each i ∈ Ms , compute
←
1  t
t
g̃ y ← M i ḡ y (x i )
θ yt +1 ← θ yt − ηg̃ty
(2) Updata parameters θdt in Phase 2:
Take random samples Mt with probability M/Nt

+

∂ L iy
∂θ y

/ max(1,

θ f ←− θ f − η

t +1
t
t
θdt
← θdt
− ηg̃dt
(3) Updata parameters θds in Phase 2:
Take random samples Ms with probability M/Ns
i
t (x ) ← ∂ L d
For each i ∈ Ms , compute gds
i
t
∂θds
1  t
t
g̃ds
← M
i ḡds (x i )
t +1
t
t
θds
← θds
− ηg̃ds
end for

D. Global Differentially Private Domain Adaptation
In the DPDA model, as the private target data is not
exploited in Phase 1, we can only add noise in Phase 2.
This will help to improve the model accuracy and reduce
the computation cost. Because the source data is always
published, we first focus on preserving the target data privacy
in DPDA. In this section, we discuss how to protect the
two types of data simultaneously and propose the Global
Differentially Private Domain Adaptation (G-DPDA) method,
which achieves differential privacy in both phases.
As shown in Figure 4, to protect the source-domain data
used in Phase 1, we need to add noise to the whole training
process. Specifically, we add noise in the same way as shown
in Section IV-C, and all the parameters are updated by the
differentially private SGD algorithm. In Phase 1, we take a
batch of samples Ms collected from the source distribution
to compute the gradients. Then the gradients are clipped and

∂ L iy
∂θ y 2

C


) ,

(19)

1 
N (0, σ 2 C 2 I)
M
i

j

∂ Ld
t
∂θdt

t (x ) ←
For each j ∈ Mt , compute gdt
j
Clip gradient
 gt (x ) 
t
t
ḡdt
(x j ) ← gdt
(x j )/ max 1, dt C j 2
Add noise 

t ← 1
t
2
2
g̃dt
j ḡdt (x j ) + N (0, σ C I)
M

1 
N (0, σ 2 C 2 I)
M

+

∂ L iy
∂θ f

/ max(1,

∂ L iy
∂θ f 2

C


) .

(20)

In Phase 2, we add noise to gradients in the training processes
for the source data and the target data separately. The model
is trained by a batch of samples Ms from X s and a batch of
samples Mt from X t in each epoch. For each x i ∈ Ms and
x j ∈ Mt , the parameters θdt are updated in the same way
as Eq. (14), while θds and θ f are perturbed by the following
stochastic updates
1 
θds ←− θds − η
N (0, σ 2 C 2 I)
M
i

∂ Li

d
∂ L id
∂θds 2 
),
/ max(1,
+
∂θds
C

1
−ν
θ f ←− θ f − η
N (0, σ 2 C 2 I)
M

+

∂ L id
/ max(1,
∂θ f
j

+

∂ Ld
/ max(1,
∂θ f

i
∂ L id
∂θ f 2

C
j
∂ Ld
∂θ f

C

(21)



) −ν
N (0, σ 2 C 2 I)
j

2

)



.

(22)

After the iterative training process perturbed by Gaussian
noise, the trained model will not expose any sensitive information about the whole training dataset, i.e., both the source
data and the target data are well protected.
E. Privacy Analysis
In this section, we present the formal privacy analysis of
DPDA and G-DAPA. Recall that the goal of DPDA is to
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protect the privacy of individual target-domain data. We will
1/δ
first prove that Algorithm 1 can achieve ( + log
α−1 , δ)differential privacy while setting appropriate values for the
noise scale and the batch size.
If we directly use the basic composition theorem to quantify
the privacy loss, the value of  will be extremely large after
running multiple epochs. Therefore, we choose to use RDP to
track the privacy loss. Let q be the sampling probability M/Nt ,
the following main theorem of the RDP accountant has been
proved in [8].
Theorem 1: If q ≤ 15 , σ ≥ 4, and α satisfies
1 2
σ L − 2 ln σ,
(23)
2
1 2 2
σ L − ln 5 − 2 ln σ
α≤ 2
,
(24)
L + ln(qα) + 1/(2σ 2 )

1
where L = ln 1 + q(α−1)
, then SGM applied to a function
of 2 -sensitivity 1 satisfies (α, )-RDP where
1<α ≤

 = 2q 2 α/σ 2 .

(25)

As an (α, )-RDP implies (δ , δ)-differential privacy for
any given probability δ > 0, we use the following proposition proved in [48] to obtain (δ , δ)-differential privacy from
(α, )-RDP.
Proposition 2: (From RDP to (, δ)-DP). If M is an
1/δ
(α, )-RDP mechanism, it also satisfies ( + log
α−1 , δ)differential privacy for any 0 < δ < 1.
1/δ
Combining the above results, we can achieve ( + log
α−1 , δ)differential privacy in protecting the target-domain data while
using the RDP accountant to trace the privacy cost. As stated in
Section III-B, both  and δ should be small in order to enforce
a strong privacy guarantee. Therefore, we use the convention
that δ = 10−5 in our scheme, and can get a small  by using
RDP accountant.
In the G-DPDA model, both the source and target datasets
are protected by adding noise but with different privacy bud1/δ
gets. Specifically, G-DPDA achieves ( + log
α−1 , δ)-differential
privacy for the source-domain data in the two training
processes respectively when setting q as M/Ns . Thanks to the
composability of differential privacy, G-DPDA finally achieves
1/δ
(2( + log
α−1 ), 2δ)-differential privacy for the source data. For
1/δ
target-domain data, G-DPDA still achieves ( + log
α−1 , δ)differential privacy, and the proving process is just the same
as the process in DPDA. Based on the definition of differential
privacy, the attacker cannot extract the information about the
private training samples by observing the outputs of the model
even if he/she knows all the other samples in the training
dataset.
V. E XPERIMENTS
In this section, we implement the proposed DPDA and
G-DPDA frameworks by TensorFlow, and evaluate them on
two popular domain adaptation benchmark datasets: the Office31 [51] and the Amazon review dataset [52], which are used
in some representative works about domain adaptation such
as [53], [54].

We run the experiments as follows. First, we evaluate the
DPDA method introduced in Section IV-C. Then, we evaluate the G-DPDA method proposed in Section IV-D. Finally,
we evaluate the different training strategies by changing the
number of frozen layers in the model. We compare our
proposed methods with some representative domain adaptation
and deep learning methods.
A. Experiments With Deep Neural Networks
1) Office-31 Dataset: This dataset, which consists of
4,110 images with 31 classes collected from three different
domains: Amazon ( A), W ebcam (W ) and DS L R (D), and is
a popular benchmark in domain adaptation tasks. The images
in A are downloaded from amazon.com, the images in W
are taken by web cameras, and the images in D are taken
by digital SLR cameras. We present several representative
samples in Figure 5. The 31 classes consist of the common
objects in office settings, such as chairs, laptops, and bicycles.
Images from the target domain are split into two parts for
test and training respectively. As the number of images in the
Office-31 is not very large, we finetune our model by using a
CNN pre-trained on the ImageNet. We train the model by the
source-domain data and unlabeled target-domain data, and test
the model by the labeled target-domain data. We evaluate the
performance of the trained model on three domain adaptation
tasks ( A → W, D → W and W → D) which are widely
adopted in related research works.
Seven benchmarks are included in the comparisons: Convolutional Neural Networks (CNN) [30], Geodesic Flow Kernel
(GFK) [53], Transfer Component Analysis (TCA) [42], Deep
Correlation Alignment (D-CORAL) [55], Deep Domain Confusion (DDC) [22], Deep Adaptation Network (DAN) [23] and
Domain Adversarial Neural Network (DANN) [18]. Except for
CNN, all the other six methods perform the domain adaptation
tasks. Specifically, GFK and TCA project the distributions
of the source and target domains into a lower-dimensional
manifold to achieve domain adaptation. DDC learns a discriminative and domain-invariant representation by adding a
single linear kernel to one layer to minimize the Maximum
Mean Discrepancy (MMD). DAN improves the DDC method
by minimizing MMD with multiple kernels in multiple layers
and inserting them into a reproducing kernel Hilbert space.
D-CORAL proposes a new loss (CORAL loss) to minimize
the difference between the source and target domains. DANN
confuses the two domains by adding a gradient reversal layer
to learn the features combining discrimination and domaininvariance.
2) Network Architectures: In general, we compose the feature extractor with five convolutional layers and three fully
connected layers, which are the same as AlexNet. For the
domain classifier, we stick to 3 fully connected layers (x →
1024 → 1024 → 2). For the label classifier, we stick to
only 1 fully connected layer (x → 31). We use the logistic
regression loss L y and the binomial cross-entropy L d as the
loss functions for the label prediction and the domain classifier
respectively.
3) Parameter Settings: In this experiment, the adaptation parameter ν is gradually changed from 0 to 1 on a
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Samples from the Office-31 dataset. Left, middle and right columns show some samples from the Webcam, DSLR, and Amazon, respectively.

logarithmic scale. The learning rate η is fixed at 10−3 in both
of the two phases. Some parameters in differential privacy are
set as follows.
a) Clipping bound C: If we set the clipping bound of
gradients as a small value, the true gradients may change a
lot. In the meanwhile, a large clipping parameter will lead to
large noise which may affect the accuracy. Empirically, we set
up the clipping parameter as 3 to achieve an apposite trade-off
between utility and privacy.
b) Noise level σ : The noise level in differentially private
SGD algorithm might be the most important parameter. If we
choose a relatively large noise level, we can run more epochs,
which may improve the accuracy but decrease the privacy
guarantee. By doing the comparative experiments, we choose
the noise level to be 6 considering the balance between the
accuracy and the privacy guarantee level.
c) Batch size M: We find that the batch size has a great
influence on the test accuracy. A large batch size can improve
the accuracy, but more noise will be added. Empirically, we set
up the batch size as 32 to achieve a higher accuracy.
According to RDP account [8], the overall privacy loss (, δ)
can be quantified by the noise level σ , the sampling ratio q
and the number of epochs E. We set σ = 6 and δ = 10−5
in our experiments, and compute the value of  as a function
of the training epochs E. In order to enforce a strong privacy
guarantee, we always keep  and δ small. The value of  is
dropped from 4 to 1, and δ is dropped from 10−2 to 10−5 in
the contrast experiments.
4) Different Training Strategies: Since the generic features
learned in convolutional layers tend to be transferable in layers
conv1−conv5 [50], the transferability gap between the convolutional layers in two phases may be small. On the other hand,
the more layers are trained, the more noise will be injected.
Hence, we opt to freeze the convolutional layers and parts
of the fully connected layers in the model to avoid affecting
the efficacy of fragile co-adaptation [56] when adapting the
pre-trained AlexNet. In AlexNet, the last layer of the network transforms the deep features from general into specific.

When transferring the higher layers f c6 − f c8, the transferability gap becomes especially large as the domain discrepancy
increases. To study the optimal scheme of retraining the higher
layers, we evaluate several variants of DPDA and DANN:
• DPDA8 and DANN8 : freeze conv1 −conv5 and f c6, f c7,
retrain f c8 and train other layers, respectively. The parameters of the frozen layers are copied from the pre-trained
model.
• DPDA7,8 and DANN7,8: freeze conv1−conv5, f c6, retrain
f c7, f c8 and train other layers, respectively.
• DPDA6,7,8 and DANN6,7,8: freeze conv1 − conv5, retrain
f c6 − f c8 and train other layers, respectively.
5) Results and Discussions: Table I shows the performance
of the unsupervised adaptation methods on the three Office-31
domain adaptation tasks. We can observe that DPDA outperforms CNN (non-adapted) and some other classical methods
while achieving (8, 10−5 )-differential privacy. In Figure 6(a),
we visualize and compare the test accuracy on the A → W
domain adaptation task by DPDA, DANN, and CNN respectively. We can see that DPDA obtains a better classification
performance than CNN while achieving (4, 10−5 )-differential
privacy, indicating that our DPDA model can still complete
the domain adaptation tasks even if the noise is added to the
gradients.
Multiple factors such as the number of training layers and
the privacy budget determine the accuracy directly and need
to be carefully tuned to get the optimal performance. From
the experiments, we respectively observe the following factors
which affect the classification accuracy for unlabeled target
data in DPDA.
a) Specific parameters of noise: We conduct several
contrast experiments to get a better understanding of privacy
protection in DPDA. Table II shows the test accuracy for
different privacy budgets  on three different domain adaptation tasks, while keeping δ = 10−5 and σ = 6. We observe
that running more epochs can achieve a higher accuracy and
spend more privacy budgets. In all the three tasks, we achieve
a higher accuracy with  being 4 than 1. In Figure 6(b),
we visualize the test accuracy with different privacy budgets
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TABLE I
C LASSIFICATION A CCURACY ON THE O FFICE -31 D ATASET W ITH S TANDARD U NSUPERVISED A DAPTATION P ROTOCOL

Fig. 6. Test accuracy on the unsupervised Amazon → W ebcam task. In all the experiments, we set the noise level σ as 6, the clipping threshold C as 3 and
the batch size as 32. (a) shows the results obtained by DPDA, DANN7,8 and CNN. (b) shows the test accuracy with different  values in DPDA. (c) shows
the accuracy of different (, δ) pairs and different curves correspond to varied delta values.
TABLE II
C LASSIFICATION A CCURACY ON THE O FFICE -31 D ATASET FOR D IFFERENT VALUES OF E PSILON

for domain shift A → W . Note that, a smaller privacy budget 
allows fewer epochs of training but provides a stronger privacy
guarantee.
Table III presents the test accuracy for different (, δ) pairs
and noise level σ in domain shift A → W . We can observe
that a larger σ allows more epochs of training before reaching
the privacy limit. We adaptively choose parameter σ = 6
by conducting the contrast experiments. We are also able to
observe that the test accuracy becomes higher when the value
of  drops from 4 to 1 and becomes lower when δ drops from
10−2 to 10−5 . Figure 6(c) shows the test accuracy for different
(, δ) pairs. We can find that the parameter  has a much larger
impact on the accuracy than δ.
b) Number of training layers: Table IV presents the
accuracies of four variants of DANN. We can observe that

DANN7,8 has better performance than DANN (retraining all
layers in AlexNet), DANN8 and DANN6,7,8 in three domain
adaptation tasks. Figure 7(a) plots the results of the three
variants on the unsupervised A → W task. In Figure 7(b),
we present the accuracy of the three variants of our DPDA
method on the same task while setting σ as 4 and the clipping
threshold as 3. Both the two figures show that only retraining
both f c7 and f c8 in AlexNet can achieve the best results for
domain adaptation tasks.
B. Experiments With Shallow Neural Networks
1) Amazon Review Dataset: This dataset contains
340,000 online reviews of 25 different products collected on
Amazon.com. Every review is originally recorded by unigram
and bigram, and we encode them into a 5,000-dimensional
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TABLE III
C LASSIFICATION A CCURACY AND E POCHS ON THE A MAZON → W EBCAM TASK FOR D IFFERENT (, δ) PAIRS AND N OISE L EVEL

TABLE IV
C LASSIFICATION A CCURACY ON THE O FFICE -31 D ATASET O BTAINED
BY F OUR VARIANTS OF DANN [18]

Fig. 7. Test accuracy for the variants of DANN [18] and DPDA on the
A → W domain adaptation task. (a) and (b) show the results obtained by
DANN and DPDA when training on different fully connected layers.

feature vector by using the bag-of-word method. We aim
to predict positive (4 stars or more) or negative (3 stars or
less) notation of reviews in this dataset. The classification
label is ‘0’ if the product is ranked 3 or fewer stars, and
the label is ‘1’ if the product is ranked 4 or more stars.
If someone wants to predict the reviews of a product with no
label from labeled reviews of a different product, he/she may
need to use domain adaptation methods to train the prediction
model because different kinds of products can be qualified
by different words.
Twelve domain adaptation tasks are considered for four
different types of products: books, DV Ds, electr oni cs
and ki tchens. All the domains contain 2,000 samples for
training. Specifically, we train the model by 2,000 labeled
source-domain examples and 2,000 unlabeled target-domain
examples. We test them on separate target test datasets
(4,465 examples in books, 3,586 examples in DV Ds,
5,681 examples in electr oni cs, and 5,945 examples in
ki tchens). The data are pre-processed by the method used
in [54].
We compare our method with DANN [18] and the Neural
Network (NN) [57]. NN is a standard neural network with one
hidden layer and does not use any unlabeled target sample

for learning, i.e., it is trained by the source-domain data and
tested by the target-domain data. We then evaluate DPDA and
G-DPDA by performing extensive experiments.
2) Network Architectures: In our experiments, the feature
extractor has one hidden layer with 50 neurons. For the domain
classifier and label prediction, we stick to one fully connected
layer (x → 2) to do the classification tasks.
3) Parameter Settings: For both DPDA and G-DPDA algorithms, the adaptation parameter ν is gradually changed from
0 to 1 on a logarithmic scale. As NN is directly trained by
source-domain data, it does not have the adaptation parameter.
Empirically, the learning rate η is fixed at 0.05 in Phase 1 and
10−3 in Phase 2.
In these experiments, we change the value of some parameters as presented in Section V-A.3. To achieve a reasonable
trade-off between utility and privacy, we set the clipping
parameter as 4 in our model and choose the noise level
as 8. We achieve (8, 10−5 )-differential privacy for DPDA,
and (4, 10−5 )-differential privacy and (8, 2 · 10−5 )-differential
privacy for the target data and the source data of G-DPDA
respectively.
4) Visualizations: To demonstrate the transferability of the
features learned by DPDA and G-DPDA, we visualize the
feature distributions of the f c layer (as shown in Figure 4) and
plot the t-SNE [58] embeddings on task DV D → B O O K S
in Figures 8(a)-(d) for the four methods (DPDA, G-DPDA,
DANN, and NN). Feature points of the source and target
domains are plotted in blue and red respectively. We can
observe that the distance between the two distributions of
features obtained by DANN, DPDA, and G-DPDA is much
closer than NN.
5) Results and Discussions: Table V shows the target test
accuracy of the four methods on the twelve Amazon review
domain adaptation tasks. We can observe that DPDA has
better performance than NN (non-adapted) in most tasks,
and it indicates that our DPDA model can complete domain
adaptation tasks with a high accuracy while protecting the
privacy.
We can observe from Table V that DANN and DPDA have
superior performance over NN. The possible reason is that the
features from the source and target domains have much closer
distributions in DANN and DPDA than NN as illustrated by
Figures 8(a), (c) and (d). However, although G-DPDA has a
much closer distribution than NN as shown in Figure 8(b),
the classification accuracy obtained by G-DPDA is lower
than NN as shown in Table V. The reason is that noise is
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Fig. 8. The effect of adaptation reflected by t-SNE visualization. The t-SNE visualizes the distributions of the extracted features of four different methods.
Blue points correspond to the source-domain samples, and red points correspond to the target-domain ones.
TABLE V
C LASSIFICATION A CCURACY ON THE A MAZON R EVIEWS D ATASET

added into both phases in G-DPDA, and the increased noise
leads to a decreased performance for the unlabeled target data
classification.
The accuracies of DPDA and G-DPDA are lower than
DANN due to the added noise, but they have already achieved
relatively good results. Intuitively, adding noise into gradients
in Phase 2 may have fewer negative effects than Phase 1.
This is because the training process in Phase 1 aims to
minimize the loss of label prediction (directly related to the
label classification performance) while the training process in
Phase 2 only aims to decrease the discrimination between the
source-domain and target-domain feature distributions.
VI. C ONCLUSION
In this paper, a novel differentially private domain adaptation approach called DPDA was proposed to prevent privacy
leakages in domain adaptation. We added differentially private
noise into gradients in specific layers and training processes
in DPDA to protect the private training data, and we used
an adversarial-learning strategy to construct domain-invariant
features for classifying the unlabeled target data.
We conducted experiments on two popular real-world
datasets to evaluate the performance of our proposed method.
The results obtained on the Office-31 dataset demonstrated that
DPDA can achieve comparable performance with the stateof-the-art domain adaptation methods while protecting the
privacy, with only a modest utility loss. The results obtained

on the Amazon review datasets showed that both DPDA and
G-DPDA have high performance on domain adaptation tasks
while protecting the training data privacy.
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