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Abstract

Threats to computer networks have evolved rapidly over the years. Traditionally, network administrators have focused on securing the perimeter (e.g., using firewalls and network intrusion detection systems (NIDS) to keep bad actors out of the network and systems). However, the computing threat landscape constantly evolves and traditional perimeter defense mechanisms are no longer sufficient. One of the most significant threats to today’s computer networks is the threat from insiders. Insider attacks are dangerous because they subvert the traditional defense mechanisms and are initiated “behind” them. Further, they are initiated by individuals who have valid credentials to access the network and systems. These malicious insiders or misfeasors often insert unauthorized hardware into the network to accomplish their goals, which can directly or indirectly bring harm to the network and attached systems. Given the significant threat from insiders, the security of a network cannot depend only on user authentication; rather all devices (independent of user authorization) that access the network must have proper authorization. In this talk, I discuss a new black-box approach to identifying a type of device by passively monitoring network traffic generated from the device. This technique is a direct result of extending the boundary of the system unit into the network. The proposed technique is applied to access point (AP) fingerprinting, where architecturally heterogeneous (e.g., chipset, firmware, driver, OS) APs are identified passively from the network. I will illustrate how the proposed technique can be used to ensure only authorized nodes are on the network (i.e., for defensive purposes), as well as to profile nodes in preparation for launching device-specific attacks (i.e., for offensive purposes).
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