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Abstract

Most information attacks are perpetrated by deploying computer viruses and worms. The spread of malicious codes is caused by their self-replication through the Internet resulting in computer epidemics. Since most legitimate codes do not self-replicate, the task of detection of malicious codes could be reduced to the detection of the “various mutations of the gene of self-replication” in the code in question. Since the number of ways to achieve self-replication is quite limited and developers of new malicious software are destined to utilize the same self-replication techniques again and again, this approach has the potential for the detection of new, previously unknown viruses and worms.  A code analyzer performing syntactic analysis (parsing) of source codes has been developed and successfully tested on open source type of malicious and legitimate software written in VB script. However, this approach is ineffective when applied to executable and encrypted executable codes. Since self-replication involves kernel mode computer operation, monitoring of system calls presents the most realistic opportunity for the detection of self-replication activities during the code execution. A system call monitor capable of simultaneous independent monitoring of up to 100 processes was developed. Self-replication “signatures” were formulated in terms of system calls and their attributes. A run-time program analyzer detecting self-replication signatures dispersed within sequences of system calls is being developed. Its application may or may not prevent the delivery of destructive payload to a particular computer but would prevent computer epidemics by terminating suspicious processes. This research is funded by the AFOSR.
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