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Abstract





A computer network is said to provide hop integrity if and only if the following condition holds for every pair of adjacent routers p and q in the network: when q receives a message m supposedly from p, then q can check that m was not modified after it was sent by p, and that m was not a replay of an old message sent long ago by p.  In this talk, we argue that hop integrity in a computer network can prevent most denial-of-service attacks in that network.  We also present a suite of protocols that can be added to the routers in a computer network so that the network can provide hop integrity.  This protocol suite consists of three protocols: a secret exchange protocol, a weak integrity protocol, and a strong integrity protocol.  All these protocols are stateless, require small overhead, and do not constrain the network protocol in any way.  Hop integrity is the only scheme that is known to prevent denial-of-service attacks in computer networks.  Other schemes can detect the sources of such attacks after these attacks have been under way for some time.
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