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Abstract—Modern heterogeneous high-performance comput-
ing (HPC) systems increasingly rely on FPGA-based accelerators
to improve throughput and energy efficiency for data-intensive
applications. While considerable effort has focused on accelerat-
ing computation, many streaming workloads remain constrained
by byte-level preprocessing and data movement, which frequently
dominate end-to-end execution time.

This paper presents BASE (Byte-level Analytics and Statistical
Engine), a reusable streaming preprocessing accelerator that
integrates statistical feature extraction directly into the FPGA
communication path. BASE performs single-pass histogram gen-
eration, entropy estimation, variance computation, and byte-
transition analysis while data is transferred through the AXI
DMA interface, overlapping preprocessing with communication
and reducing host-side computation.

We demonstrate the proposed architecture using deployment-
time FPGA bitstream screening as a representative streaming
workload. Experimental results on the ZCU104 show that BASE
reduces preprocessing latency by 5.04 x and improves end-to-end
execution time by 4.23 <. Evaluation on the US5C further demon-
strates platform-dependent performance, with BASE achieving a
1.32x preprocessing speedup and a 1.78x end-to-end speedup.
These results demonstrate that integrating reusable streaming
preprocessing primitives into the FPGA communication path
substantially improves data movement efficiency and hetero-
geneous resource utilization across data-intensive applications.
Beyond deployment-time FPGA screening, BASE is applicable
to a broad class of streaming analytics workloads, including
telemetry processing, packet inspection, binary-stream analysis,
and Al data preprocessing, making it a practical building block
for future reconfigurable HPC systems.

Index Terms—FPGA Acceleration, High-Performance Com-
puting, Streaming Architectures, Data Movement, Statistical
Preprocessing, AXI DMA, Reconfigurable Computing

I. INTRODUCTION

The increasing adoption of heterogeneous high-performance
computing (HPC) systems has fundamentally changed the way
data-intensive applications are executed [[1]-[3]. Modern HPC
platforms integrate CPUs with domain-specific accelerators,
including field-programmable gate arrays (FPGAs), to im-
prove throughput, reduce energy consumption, and efficiently
process increasingly diverse workloads [4]-[10]]. Beyond tra-
ditional scientific simulation, contemporary HPC environ-
ments support machine learning, streaming analytics, real-
time telemetry, network processing, and dynamically deployed
accelerator services, all of which generate large volumes of
binary and streaming data. As these workloads continue to
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grow in scale, overall system performance is increasingly
constrained by data movement and preprocessing rather than
by computational throughput alone [1]], [[11]], [[12].

Many streaming applications require byte-level statistical
preprocessing before higher-level analysis or machine learning
can be performed [13[]-[15]. Operations such as histogram
generation, entropy estimation, statistical moment computa-
tion, and transition analysis are common across numerous ap-
plication domains, including network telemetry, binary-stream
analytics, malware analysis, FPGA deployment screening and
validation. These preprocessing stages typically require multi-
ple passes over large datasets, resulting in significant memory
traffic, increased CPU utilization, and limited overlap between
communication and computation. Consequently, preprocessing
frequently becomes the dominant contributor to end-to-end
execution time in heterogeneous computing systems [[16[]—[18].

Reconfigurable architectures provide an attractive solution
to this challenge by enabling customized streaming datapaths
that process information as it moves through the system [19].
Rather than treating preprocessing as a separate software stage
executed after data transfer, FPGAs can integrate statistical
feature extraction directly into the communication pipeline.
This approach reduces redundant memory accesses, overlaps
preprocessing with data movement, and allows host processors
to focus on application control and higher-level analysis.

This paper presents BASE (Byte-level Analytics and Statis-
tical Engine), a reusable streaming preprocessing accelerator
for heterogeneous FPGA systems. BASE integrates directly
into the AXI DMA datapath and performs single-pass sta-
tistical feature extraction, including byte-frequency histogram
generation, entropy estimation, variance computation, and
byte-transition analysis, entirely in programmable logic. By
transforming preprocessing from a CPU-bound software stage
into an inline hardware service, BASE overlaps communi-
cation with computation and significantly reduces host-side
preprocessing overhead while preserving compatibility with
existing heterogeneous execution models.

To evaluate the proposed architecture, we use deployment-
time FPGA bitstream screening as a representative data-
intensive workload. Modern cloud and HPC infrastructures
increasingly deploy FPGAs as shared accelerators whose
configuration bitstreams are dynamically transferred and pro-
grammed at runtime. Existing deployment-time screening
workflows rely heavily on CPU-based preprocessing, where
statistical feature extraction dominates the overall execution



time [20]-[22]]. This workload therefore provides an ideal
case study for evaluating the effectiveness of inline streaming
preprocessing. Although deployment-time FPGA screening
motivates our evaluation, the proposed architecture is inde-
pendent of the application domain and is equally applicable to
other binary-stream analytics workloads that require statistical
preprocessing.

We implement BASE on heterogeneous ARM+FPGA plat-
forms using Vivado HLS and integrate the accelerator into the
AXI DMA communication path. We demonstrate the proposed
architecture using deployment-time FPGA bitstream screening
as a representative streaming workload. On the ZCU104,
BASE reduces statistical preprocessing latency by 5.04x and
improves end-to-end execution time by 4.23x through inline
preprocessing and communication overlap. Our evaluation of
BASE on the U55C demonstrates that these relative gains are
platform-dependent: on that system, BASE improves prepro-
cessing latency by 1.32x and end-to-end latency by 1.78x.
These results demonstrate that integrating reusable streaming
preprocessing directly into the FPGA communication path sig-
nificantly improves heterogeneous system performance while
maintaining modest hardware resource requirements. Although
evaluated using deployment-time FPGA screening, BASE is
designed as a reusable preprocessing primitive that can support
a broad class of streaming analytics applications, including
telemetry processing, packet inspection, binary-stream analy-
sis, and Al preprocessing.

The primary contributions of this work are as follows:

o« We present BASE, a reusable FPGA-based streaming
preprocessing primitive that computes multiple byte-level
statistical features in a single pass directly within the AXI
DMA communication pipeline.

e« We propose a heterogeneous hardware/software archi-
tecture that overlaps communication with preprocessing,
reducing memory traffic and host-side computation while
improving throughput for streaming applications.

e We provide a comprehensive implementation and evalua-
tion on heterogeneous ARM+FPGA platforms, demon-
strating significant reductions in preprocessing latency
and end-to-end execution time through inline hardware
preprocessing.

II. RELATED WORK

The increasing adoption of heterogeneous FPGA platforms
has motivated extensive research in accelerator architectures,
streaming dataflow systems, FPGA security, and deployment-
time analysis [I]-[3]. While prior work has demonstrated
significant advances in computation acceleration and machine-
learning-based FPGA security [20], [21]], [23], [24], com-
paratively little attention has been given to preprocessing as
a reusable hardware service. Our work bridges this gap by
integrating statistical preprocessing directly into the FPGA
communication pipeline, allowing preprocessing and data
movement to execute concurrently.

A. FPGA Acceleration in Heterogeneous HPC Systems

Field-programmable gate arrays (FPGAs) have become an
important component of heterogeneous HPC systems because
they provide customizable datapaths capable of improving
performance and energy efficiency for data-intensive appli-
cations [3]], [4]. Cloud providers and HPC centers increas-
ingly deploy FPGAs alongside CPUs and GPUs to accelerate
machine learning, networking, database processing, scien-
tific computing, and real-time analytics [25], [26]]. Unlike
fixed-function accelerators, reconfigurable hardware enables
application-specific pipelines that exploit fine-grained par-
allelism while reducing unnecessary data movement [19].
Recent research has therefore focused on improving runtime
programmability, communication efficiency, and resource uti-
lization in heterogeneous FPGA systems [27].

Despite these advances, many FPGA accelerators continue
to treat preprocessing as a host-side software operation [25],
[26], [28]-[32]]. Consequently, applications often require mul-
tiple transfers between memory and the accelerator before
computation begins, increasing latency and limiting sustained
throughput.

B. Streaming and Dataflow Architectures

While existing streaming accelerators focus primarily on
application-specific kernels [33]-[35], relatively little work
has explored reusable preprocessing primitives that can sup-
port multiple application domains. In contrast, BASE per-
forms application-independent statistical preprocessing di-
rectly within the AXI DMA communication path, enabling
the same hardware architecture to support diverse streaming
workloads.

C. Machine Learning for FPGA Bitstream Analysis

Machine learning has recently emerged as an effective tech-
nique for detecting malicious FPGA configurations without
requiring access to register-transfer level (RTL) descriptions
or complete reverse engineering of configuration bitstreams.
Prior work has investigated convolutional neural networks,
Random Forests, support vector machines, and other learning
algorithms for identifying malicious configurations and clas-
sifying hardware Trojans [20], [23], [24], [36].

These studies primarily emphasize classifier accuracy while
assuming that feature extraction has already been completed.
As a result, preprocessing remains a software bottleneck that
dominates execution time in deployment-time workflows. Our
work complements these approaches by accelerating the statis-
tical preprocessing stage rather than modifying the inference
algorithm itself.

D. Deployment-Time FPGA Screening and Validation

Commercial FPGA platforms employ cryptographic mech-
anisms, such as AES decryption and digital signature verifi-
cation, to ensure the integrity and authenticity of configura-
tion bitstreams before device programming. However, these
mechanisms cannot detect malicious functionality embedded
within authenticated bitstreams [27]], [37]-[40]]. Alternative



approaches based on reverse engineering, static analysis, and
formal verification provide deeper inspection but incur sub-
stantial computational overhead, making them impractical for
deployment-time execution in cloud and HPC environments
[39], [40].

Recent machine-learning-based approaches address this
challenge by classifying bitstreams using statistical features
extracted from the raw binary stream [20]. However, prior
work showed that software-based statistical preprocessing ac-
counts for over 90% of the end-to-end execution time, creating
a preprocessing wall that limits deployment throughput and
underutilizes heterogeneous FPGA resources. These obser-
vations motivate efficient deployment-time architectures that
perform statistical preprocessing directly within the heteroge-
neous execution pipeline rather than as a CPU-bound software
stage.

As described above, existing work generally emphasizes
one of three objectives: accelerating application-specific com-
putation, improving machine-learning accuracy, or enhancing
FPGA security. In contrast, BASE addresses a different sys-
tems problem by treating preprocessing as a reusable stream-
ing service integrated directly into the FPGA communication
path. Rather than introducing a new detection algorithm,
the proposed architecture reduces preprocessing overhead,
overlaps communication with computation, and provides a
general-purpose statistical preprocessing primitive applicable
to a broad range of streaming analytics workloads.

III. BASE: A REUSABLE STREAMING PREPROCESSING
ARCHITECTURE

The central premise of this work is that preprocessing, rather
than machine learning inference, is the dominant performance
bottleneck for many streaming binary analytics applications.
Profiling the software implementation of our deployment-time
FPGA screening workflow revealed that statistical feature ex-
traction accounts for more than 90% of the total execution time
[20]-[22]], while inference contributes less than 10%. These
observations indicate that improving inference alone provides
limited system-level benefit. Instead, reducing preprocessing
overhead and minimizing data movement offer substantially
greater opportunities for performance improvement.

To address this challenge, we propose BASE (Byte-level
Analytics and Statistical Engine), a reusable streaming pre-
processing architecture implemented entirely in FPGA pro-
grammable logic. Rather than executing preprocessing as a
separate software stage after data transfer, BASE performs
statistical feature extraction directly within the AXI DMA
communication path. Incoming data are analyzed as they
stream through the accelerator, allowing preprocessing and
communication to proceed concurrently. This transforms pre-
processing from a CPU-bound software task into an inline
hardware service that can be reused across multiple streaming
applications.

A. System Overview

Figure [T]illustrates the proposed heterogeneous architecture.
The system consists of two cooperating execution domains.

o Processing System (PS): responsible for application
control, DMA management, runtime scheduling, machine
learning inference, and deployment decisions.

o Programmable Logic (PL): responsible for streaming
statistical preprocessing performed by BASE.

Binary streams are first staged in external memory before
being transferred through the AXI DMA engine into pro-
grammable logic. Instead of forwarding the stream directly
to software, the data first pass through BASE, where sta-
tistical descriptors are extracted in a single streaming pass.
The resulting feature vector is written back to memory, after
which the processing system performs lightweight application-
specific analysis.

This organization enables communication and computation
to execute concurrently while significantly reducing CPU
preprocessing overhead.

B. Streaming Computation Model

Consider an input byte stream

S: {bl,bQ,...,bN},

where each byte b; is processed exactly once.
BASE computes a statistical feature vector

F(S) = {H(S), B(S), u(S),0*(S), T(S)},

where

o H(S) is the byte-frequency histogram,
e E(S) is the estimated Shannon entropy,
e u(S) is the stream mean,

o 02(S) is the stream variance,

o T(S) is the byte-transition statistic.

Unlike our software baseline, which computes these quanti-
ties using multiple passes over memory via separate library
calls, BASE updates all statistics simultaneously during a
single traversal of the input stream.

C. Hardware Architecture

BASE is organized as a collection of independent streaming
modules connected through a fully pipelined dataflow archi-
tecture.

Each incoming byte is broadcast to four processing engines
that execute concurrently.

1) Histogram Engine: A BRAM-based histogram main-
tains 256 counters corresponding to every possible byte value.
Each incoming byte increments its corresponding counter
without interrupting the streaming pipeline.

2) Streaming Statistics Engine: Running accumulators im-
plemented using FPGA DSP resources compute the first and
second statistical moments required for estimating the stream
mean and variance.
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Fig. 1. Overview of the proposed BASE architecture for heterogeneous FPGA systems. Binary data streams are transferred from host memory to the FPGA

through the AXI DMA engine, where the Byte-level Analytics and Statistical

Engine (BASE) performs inline statistical preprocessing in a single streaming

pass. The architecture concurrently computes byte-frequency histograms, entropy, statistical moments, and byte-transition features while data are in transit,
overlapping communication with computation. The resulting feature vector is written back to host memory for application-specific analysis, demonstrating a

reusable streaming preprocessing primitive for heterogeneous HPC and data-in

3) Entropy Engine: Entropy is estimated using a lookup-
table approximation that eliminates expensive floating-point
logarithmic operations while preserving high throughput.

4) Transition Engine: A lightweight comparator monitors
transitions between consecutive bytes, providing structural
information that complements histogram-based statistics.

D. Pipeline Execution

Figure 2] compares the execution timeline of a conventional
software implementation with the proposed BASE architec-
ture. In the software pipeline, memory access, statistical
preprocessing, and inference execute sequentially, causing
preprocessing to dominate the end-to-end runtime. In contrast,
BASE performs statistical preprocessing concurrently with
AXI DMA transfers, allowing communication and computa-
tion to overlap and significantly reducing overall execution
time.

This streaming execution model provides three important
advantages:

1) Single-pass statistical preprocessing.

2) Reduced external memory traffic.

3) Overlap between communication and computation.

Consequently, preprocessing latency is largely hidden be-
hind DMA transfer, improving sustained throughput for het-
erogeneous streaming applications.

tensive workloads.

E. Computational Complexity

We characterize complexity relative to our software base-
line, a NumPy-based implementation that computes the his-
togram, entropy, statistical moments, and byte-transition fea-
tures as separate library calls. Each call independently tra-
verses the input stream, so the baseline’s observed prepro-
cessing cost is proportional to

O(kN),

where k£ denotes the number of independent preprocessing
stages invoked. We note that this scaling is a property of our
baseline’s implementation strategy rather than a fundamental
limitation of software: a custom, hand-fused software imple-
mentation could in principle compute these statistics in a single
pass and achieve the same O(N) asymptotic complexity as
BASE. However, standard vectorized libraries such as NumPy
do not expose a fused, single-pass API for this combination
of statistics, and reimplementing such a routine in optimized
native code was outside the scope of the baseline used for
comparison in this work.

In contrast, BASE computes all statistical descriptors con-
currently during a single streaming pass over the AXI DMA
data path, achieving

O(N)



(a) Conventional Software Pipeline

A 3
Stage (CPU-Only Execution, No PL/No DMA)
Memory Access Memory Access } y
(DDR via CPU) (DDR via CPU) ] ! Tatal RimgICRE-OM)
} Tiotal = Tmem + Tprep + Tint
Preprocezs::]g CPU Preprocessing All stages executed on CPU;
( ) (Feature Extraction) PL is bypassed.
1 [} I
Inference i ML Inference
(ML Model on CPU) : (Classification on CPU)
| I |
Time . : : >
0 Trmem Tmem + Tprep Ttotal (CPU-Only)
Stage (b) BASE Architecture (Overlap of Communication and Computation)
Data Transfer 1'
(AXI DMA) Data Transfer (DMA) ) Total Time (BASE)
" h Ttotal = Tdma + Max(Thase, Tinf)
i Preproce:smg BASE Preprocessing (Inline on FPGA) c o d b
(FPGA) (Streaming Feature Extraction) ommunication and preprocessing
i H | overlap significantly reduces
Inference 1 o ionti
(ML Model) i ‘ ML Inference (Classification on FPGA) end-to-endexecutionitime.
] )
|
Time : : " >
o Tama Trotal (BASE)

QOverlap

Fig. 2. Pipeline execution comparison between a conventional software implementation and the proposed BASE architecture. (a) In the software pipeline,
DMA transfer, CPU-based statistical preprocessing, and machine-learning inference execute sequentially, resulting in preprocessing dominating the end-to-end
runtime. (b) In the proposed BASE architecture, statistical preprocessing is integrated directly into the AXI DMA communication path, enabling communication
and computation to overlap. This streaming execution model significantly reduces preprocessing overhead, minimizes memory traffic, and shortens the overall

execution time.

complexity while eliminating redundant memory accesses.

Although an optimally fused single-pass software imple-
mentation has equivalent asymptotic complexity, BASE ad-
ditionally exploits hardware parallelism, overlaps compu-
tation with DMA transfers, and reduces reliance on the
CPU-memory hierarchy.

F. Latency and Throughput Scaling with Input Size

To empirically validate the O(N) scaling behavior described
in Section [[II-E| and to characterize how the performance
gap between the software baseline and BASE evolves with
bitstream size, we measure feature-extraction latency and
throughput across a range of input sizes. The bitstreams were
binned by file size/ generated at fixed sizes based on the FPGA
model (the current data set only targets PYNQ-Z1 and spans 6
MB per file). For this reason, we have constructed a controlled
microbenchmark using byte streams of varying length ([64 KB
to 8 MB], generated by truncating representative bitstream files
from our dataset. The benchmark measures feature-extraction
latency and throughput at each size. This benchmark is in-
dependent of the classifier-facing evaluation and is intended
solely to characterize the computational scaling behavior of
the two implementations.

TABLE I
FEATURE EXTRACTION LATENCY AND THROUGHPUT VS. INPUT SIZE
(ZCU104)
Input Size CPU (ms) BASE (ms) Speedup BASE (MB/s)
64KB 56.07 18.99 2.95x 3.29
256KB 204.64 49.89 4.10x 5.01
1.00MB 799.57 175.06 4.57x 5.71
2.00MB 1697.71 341.39 4.97x 5.86
4.00MB 3554.26 678.03 5.24x 5.90
6.00MB 5329.78 1011.62 5.27x 5.93
8.00MB 7167.72 1345.59 5.33x 5.95

G. Implementation

BASE was implemented using Vivado HLS and inte-
grated into heterogeneous ARM+FPGA systems through AXI
DMA and AXI4-Stream interfaces. The accelerator targets
a 100MHz operating frequency and was synthesized, imple-
mented, and validated using RTL co-simulation.

The modular architecture allows individual preprocessing
units to be extended or replaced without modifying the sur-
rounding communication infrastructure, enabling reuse across
diverse streaming applications.

H. Experimental Setup

The experiments were conducted on heterogeneous
ARM+FPGA platforms using Vivado 2018.3 (PYNQ-Z1 &



ZCU104) and Vitis 2025.1 (U55C). The processing system
executes application control and machine-learning inference,
while BASE performs statistical preprocessing within pro-
grammable logic. The extracted feature vector is consumed
by a downstream hybrid CNN + Random Forest classifier
(BLADETI [20]). The deployment-time FPGA bitstream screen-
ing is used as a representative streaming workload because it
combines large binary streams with statistical preprocessing
and lightweight inference.

L. Representative Workloads

The evaluation dataset is constructed from Trust-Hub FPGA
Trojan benchmarks [41] and re-engineered for deployment on
Xilinx FPGA platforms using Vivado v2023.2. The dataset
spans multiple benchmark families including cryptographic
accelerators, communication systems, and processors, as well
as ISCAS and ITC benchmark circuits. Both benign and
Trojan-inserted variants are included.

To improve structural diversity and avoid overfitting to
implementation artifacts, we generate multiple place-and-route
variants for each design using different synthesis directives and
implementation seeds. This augmentation process produces
structurally distinct bitstreams while preserving functional
equivalence. Table [[I] summarizes the dataset composition
mentioned in Section [I[-H

TABLE 11
BENCHMARK COMPOSITION OF THE EVALUATION DATASET

Design Family Benchmarks  Bitstreams
CRYPTO 29 290
COMMS 33 330
MCU / CPU 4 40
BUS / DISPLAY 4 40
ITC99 29 289
ISCAS89 10 100
ISCAS85 294 294
Total 403 1383

J. Runtime Profiling

To identify the dominant performance bottleneck, we first
profile the complete software implementation before hardware
acceleration. The software workflow is decomposed into three
stages:

1) Bitstream loading
2) Statistical preprocessing
3) Machine-learning inference

Execution time for each pipeline stage was measured
over three independent runs for each benchmark type in
the BLADEI dataset suite. Stage latencies were obtained by
recording the elapsed wall-clock time on the ARM processing
system during execution. Table |llI| reports the average execu-
tion time and standard deviation for the ZCU104.

As shown in Fig. [3] statistical preprocessing dominates the
software execution pipeline, accounting for more than 90%
of the measured runtime, whereas machine-learning inference
contributes less than 10%. Although the individual statistical

TABLE III
RUNTIME PROFILING OF THE SOFTWARE BASELINE (ZCU104)
Stage Latency (ms) Std. Dev. Contribution
Bitstream Loading 58.97 79.08 1.61%
Statistical Preprocessing 3322.01 26.89 90.68%
ML Inference 282.64 43.25 7.71%
Total 3663.62 149.22 100.00%

operations are computationally simple, feature extraction re-
quires repeated traversal of the input bitstream to compute
byte-frequency histograms, entropy, statistical moments, and
transition statistics. These repeated memory accesses create
a software preprocessing bottleneck that limits deployment
throughput.

This profiling demonstrates that optimizing inference alone
would have little impact on overall system performance.
Instead, the largest opportunity for acceleration lies in moving
statistical preprocessing into programmable logic and overlap-
ping feature extraction with DMA communication. This ob-
servation directly motivates the proposed BASE architecture.
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40.74 £ 60.77 ms.
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Fig. 3. Runtime breakdown of the software baseline. Statistical preprocessing
dominates end-to-end latency, motivating its migration into programmable
logic.

K. End-to-End Performance

We next compare the software implementation with the
proposed BASE architecture. The software implementation ex-
ecutes preprocessing entirely on the ARM processor, whereas
BASE performs statistical feature extraction inline during
DMA transfers.

The deployed heterogeneous architecture partitions execu-
tion between:

o Programmable Logic (PL): streaming statistical prepro-

cessing,

o Processing System (PS): loading and ML inference.

We evaluate the complete system using both software-only
and hardware-accelerated configurations on the ZCU104. Ta-
ble summarizes the results. The cross-platform evaluation
in Section [[II-M| is reported separately and is the only other
quantitative platform comparison in the paper.

Beyond the raw latency and throughput gains, Table
highlights two structural differences between the two imple-
mentations: BASE requires only a single pass over the input
stream, and it overlaps statistical preprocessing with DMA



TABLE IV
END-TO-END SYSTEM PERFORMANCE (ZCU104)

Metric CPU BASE  Improvement
Feature Extraction (ms) 337194  668.66 5.04x
Total Runtime (s) 3.55 0.84 4.23x
End-to-end Throughput (MB/s) 1.09 4.58 4.20%
Memory Passes Multiple  Single -
Communication Overlap No Yes -

CPU Time (core-s) 4.020 1.330 3.02x

communication rather than executing the two sequentially.
These structural changes are the intended source of BASE’s
preprocessing and data-movement benefit. The separate third-
board experiment also shows that end-to-end performance can
be influenced by platform-dependent differences in the host-
side prediction stage, so the relative contribution of each
pipeline stage should not be assumed to be invariant across
platforms. The end-to-end throughput reported here includes
the complete application pipeline and therefore differs from
the preprocessing-only throughput reported in Table I}

L. HLS Synthesis and Resource Utilization

BASE is implemented and integrated into the heterogeneous
ARM+FPGA system through AXI DMA and AXI4-Stream
interfaces. We report synthesis timing, resource utilization, and
pipeline characteristics for the generated hardware. Table [V]
summarizes the HLS synthesis results for the ZCU104 imple-
mentation.

TABLE V
BASE HLS SYNTHESIS RESULTS (ZCU104)

Metric Value Utilization
Target Frequency 100 MHz (constraint) -
Estimated Clock Period 9.16 ns (HLS estimate) -
Initiation Interval (II) 8 (process_words loop) -
BRAM 16 (HLS estimate) 2%
DSP 18 (HLS estimate) 1%
LUTs 52,927 (HLS estimate) 22%
Flip-Flops 18,594 (HLS estimate) 4%

RTL Co-Simulation Pass (Verilog) -

The synthesized design meets timing at 100 MHz while re-
quiring modest FPGA resources. Resource utilization indicates
that the proposed architecture occupies only a fraction of the
available programmable logic, leaving substantial capacity for
application-specific accelerators.

M. Cross-Platform Evaluation

To evaluate scalability across heterogeneous FPGA systems,
we deploy BASE across multiple FPGA platforms spanning
edge, embedded, and datacenter-class devices.

o PYNQ-Z1: edge-class Zyng-7000 platform

e ZCU104: Zynq UltraScale+ embedded platform

o US5C (Alveo): Datacenter-class HBM accelerator

The US5C evaluation uses its onboard High Bandwidth
Memory (HBM) subsystem to examine BASE within an
ultra-fast environment representative of datacenter-class FPGA
deployments. This evaluation characterizes BASE within a

datacenter-class FPGA environment and examines how its
performance changes relative to embedded platforms. Table
summarizes the cross-platform evaluation of BASE.

TABLE VI
CROSS-PLATFORM EVALUATION

Metric PYNQ-Z1 ZCU104 US55C
Clock Frequency 100 MHz 100 MHz 100 MHz
CPU Feature Extraction Latency 8869.52 ms  3371.94 ms 501.92 ms
BASE Feature Extraction Latency 1898.52 ms 668.66 ms 378.89 ms
BASE Preprocessing Throughput 2.03 MB/s 4.58 MB/s 10.18 MB/s
CPU—BASE Preprocessing Speedup 4.61x 5.04x 1.32x
CPU Total Latency 10.25 s 355 s 0.87 s
BASE Total Latency 373 s 0.84 s 049 s
BASE End-to-end Throughput 1.03 MB/s 4.60 MB/s 7.93 MB/s
CPU—BASE End-to-End Speedup 2.75% 4.23x 1.78x
Total On-Chip Power Consumption 1.757 W 3.568 W 17.561 W

IV. CONCLUSION

This work presented BASE (Byte-level Analytics and Sta-
tistical Engine), a reusable streaming preprocessing accel-
erator that integrates byte-level statistical feature extraction
directly into the FPGA communication path. Profiling a CPU-
based deployment-time FPGA screening workflow revealed
that statistical preprocessing, rather than machine-learning
inference, dominates end-to-end runtime, accounting for over
90% of total execution time and creating a significant bottle-
neck for heterogeneous deployment pipelines.

To address this limitation, BASE moves histogram gen-
eration, entropy estimation, statistical moment computation,
and byte-transition analysis into FPGA programmable logic
and embeds this feature extraction directly within the AXI
DMA data path. By overlapping preprocessing with data
movement, BASE transforms deployment-time screening from
a sequential, CPU-bound software stage into a single-pass
streaming hardware operation embedded within the heteroge-
neous execution pipeline.

We implemented and evaluated BASE using the BLADEI
screening pipeline. On the ZCU104, feature-extraction latency
was reduced from 3371.94 ms to 668.66 ms and total end-
to-end runtime was reduced from 3.55 s to 0.84 s, while
throughput improved from 1.09 MB/s to 4.58 MB/s, corre-
sponding to a 5.04x reduction in preprocessing latency and
a 4.23x improvement in end-to-end execution time. On the
US55C, using its HBM subsystem, feature-extraction latency
was reduced from 501.92 ms on the CPU to 378.89 ms with
BASE, while total end-to-end runtime was reduced from 0.87 s
to 0.49 s, corresponding to a 1.32x reduction in preprocessing
latency and a 1.78x improvement in end-to-end execution
time. Together, these results demonstrate that BASE provides
substantial performance benefits across heterogeneous FPGA
platforms, while its relative advantage depends on the host
processor, memory subsystem, and accelerator balance of the
target platform.

Although this paper evaluates BASE in the context of
deployment-time FPGA bitstream screening, the underlying
architecture performs application-independent statistical pre-
processing over raw byte streams and is not specific to bit-



stream analysis. Because BASE operates directly on the AXI4-
Stream interface without assumptions about the semantics of
the incoming data, the same reusable hardware primitive is
directly applicable to a broader class of streaming analytics
and data-centric HPC workloads, including network telemetry
analysis, packet inspection, binary malware and firmware
analysis, storage-level anomaly detection, and preprocessing
for AI/ML training pipelines. In each of these domains, byte-
level statistical descriptors such as entropy, byte-frequency
distribution, and transition structure serve as common front-
end features, and BASE’s ability to compute them inline and
in a single pass makes it a candidate building block for a
wide range of reconfigurable dataflow systems, rather than a
workload-specific accelerator.

V. FUTURE WORK

Future work will focus on extending the evaluation of BASE
across a broader range of heterogeneous FPGA platforms and
streaming workloads. Although the current evaluation includes
both the ZCU104 and the US55C, further experiments are
needed to investigate how platform characteristics, includ-
ing memory bandwidth, DMA configuration, and accelerator
resources, affect BASE’s scalability in datacenter-class en-
vironments equipped with high-bandwidth memory (HBM).
We also plan to evaluate BASE using large-scale streaming
telemetry datasets, including CICIDS2017 and MAWI, to
characterize the architecture as a general-purpose streaming
preprocessing engine beyond FPGA bitstream screening. Fi-
nally, we will investigate additional lightweight statistical and
structural features together with tighter hardware/software co-
design to further establish BASE as a reusable building block
for real-time analytics and security monitoring in heteroge-
neous cloud and HPC infrastructures.

A natural next step for this work is to further characterize
BASE on datacenter-class accelerator platforms. The initial
USS5C evaluation demonstrates the feasibility of deploying
BASE on an HBM-equipped accelerator card, but additional
experiments are needed to determine how effectively the
architecture can utilize HBM bandwidth at larger streaming
data rates. In particular, future work will investigate the rela-
tionship between HBM memory bandwidth, DMA throughput,
and BASE’s internal processing pipeline, including whether
partitioning internal state such as histogram storage and ac-
cumulator banks across HBM pseudo-channels can improve
sustained throughput at datacenter scale. These experiments
would further clarify the extent to which the benefits of inline
preprocessing observed on the ZCU104 and U55C scale with
available memory bandwidth and system resources.

Beyond its role as a general preprocessing primitive, we
view the U55C-based deployment of BASE as a step toward
a practical, line-rate cybersecurity tool for HPC datacenters.
Because BASE computes statistical descriptors that are already
used as front-end features for anomaly and intrusion detection,
malware classification, and hardware Trojan screening, an
HBM-backed, datacenter-class implementation provides a path
toward continuously profiling high-volume data flows, such

as inter-node traffic, storage I/0O, or dynamically deployed
accelerator bitstreams. This positions BASE not only as a
data-movement optimization but as infrastructure for real-time,
in-line security monitoring in shared, multi-tenant FPGA and
HPC environments.

Future work will therefore proceed along two directions:
(1) evaluating the resulting system on larger and more di-
verse streaming workloads, including network telemetry traces
such as CICIDS2017 and MAWI, to characterize BASE as
a general-purpose streaming preprocessing engine beyond
FPGA bitstream screening, and (2) extending BASE with
additional lightweight in-line statistical or structural features
that would further strengthen its utility as a real-time security-
monitoring primitive for heterogeneous HPC datacenters.
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