Qualifying Exam Coverage in Computer Security
Fall 2008

Text book:

· Charles P. Pfleeger and Shari Lawrence Pfleeger, Security in Computing (4th Edition) (Hardcover), Prentice Hall PTR; 4 edition (October 23, 2006), ISBN-10: 0132390779 
Note: 3rd edition may be used if that was the textbook in the class when the student was enrolled in CSCE 522.

Current class web site: http://www.cse.sc.edu/~farkas/csce522-2008/csce522.htm 
Chapters:

Chapter 1: Is there a security problem in computing? – Entire chapter

Chapter 2: Elementary cryptography – Entire chapter 



No details on mathematical foundation or on DES and AES

Chapter 3: Program Security – Entire chapter with the exception of 3.4 – targeted 


malicious code

Chapter 4: Protection in General-purpose operating systems – Entire chapter with the 
exception of 4.1 and 4.2

Chapter 5: Designing trusted operating systems – Entire chapter

Chapter 6: Database and data mining security – Entire chapter with the exception of 6.3

Chapter 7: Security in networks – Entire chapter with the exception of 7.1, 7.6

Chapter 8: Administering Security – Entire chapter – Understanding related concepts

Chapter 9: The economics of cybersecurity – Omit 

Chapter 10: Privacy in Computing – Chapters 10.1 and 10.2. The rest is omitted. 

Chapter 11: Legal and ethical issues in computer security – chapters 11.1, 11.2, and 11.3, 
The rest is omitted.  

Chapter 12: Cryptography explained – Chapter 12.1.  The rest is omitted.
