Chapter 6: Communications, Networks & Safeguards
6.1 - From the Analog to the Digital Age
· Analog – continuously varying in strength and/or quality 

· Digital – communications signals or information represented in a two-state (binary) way using electronic or electromagnetic signals. The binary system has only two digits - 0 and 1

· Modem -  Modulator/Demodulator.  Required at both ends of transmission.  Analog modems change carrier wave structure (height of wave, frequency of wave) in order to represent data. Digital modems send waves in bursts, the presence or absence of which, represent data.

6.2 -Networks
· Network size:
· Wide area network (WAN) - a communications network that covers a wide geographical area, such as a country or the world
· Metropolitan area network (MAN) - a communications network covering a city or a suburb

· Local area network (LAN) - connects computers and devices in a limited geographical area

· Home area network (HAN) – connects digital devices in the home.

· Personal area network (PAN) – connects personal devices of one user (PDA, cell phone, computer, etc.)

· Network interrelationships:
· Client/server LAN
· Clients - microcomputers that request data

· Server - a powerful microcomputer that supplies data and manages shared devices

· Peer-to-peer LAN 

· All microcomputers on the network communicate directly with one another without relying on a server, various types ranging from centralized (Napster) to hybrid to fully decentralized

· Used for various applications such as file sharing 

· Levels of security:
· Intranet – trusted network within an organization

· Extranet  - trusted network that allows users outside of the organization to communicate with it (i.e., suppliers may communicate over private lines with purchaser)

· VPN – virtual private network turns an untrusted line (Internet) into a trusted line by tunneling the data (i.e., wrapping it in extra security)
· Network topology:
· Bus network – all nodes are connected to a single wire or cable, the bus, which has two endpoints

· Each communication device on the network transmits electronic messages to other devices

· Susceptible to collisions

· Ring network - all microcomputers and other communications devices are connected in a continuous loop, physical vs. logical ring networks

· Star network - all microcomputers and other communications devices are connected to a central server, central point of failure

· Hybrid network -  most common is ring/star combination
· Network components:

· Hosts/Nodes – users’ computers that either performs or request services on the Internet.
· Router – Specialized computer that connects multiple computing devices together and is responsible for forwarding data on toward the correct destination.  May contain a built-in firewall and anti-virus protection.

· Hub - A specialized computing device that serves as a central conduit for data.

· Switch - A device that connects a node to a network.
· Bridge – A computing device that connects networks of the same type.

· Gateway - A computing device that connects networks of the different types.

· Backbone - A collection of the devices listed above (excluding hosts and nodes) and transmission media.

· Network connections:

· Wired connection media – twisted pair, coaxial cable, fiber optic.
· Wireless connection media – radio, microwave, infrared

6.3 Wired Communications Media
· Twisted-pair wire - two strands of insulated copper wire, twisted around each other, 1-128Mbps, slow, interference.  Wires are twisted to reduce noise.
· Coaxial cable - insulated copper wire wrapped in a solid or braided metal shield, then in an external cover, better insulation and thus less interference, faster ~ 200Mbps, used for TV connections and cable Internet access because it can be cabled over longer distances than twisted-pair.
· Fiber-optic cable - dozens or hundreds of thin strands of glass or plastic (optical fibers) that transmit pulsating beams of light rather than electricity, fast ~ 2Gbps, less interference, more reliable, lighter, more expensive, cannot be easily wiretapped.  Existing lines are being replaced by fiber-optic lines. New lines are fiber optic.
6.4 Wireless Communications Media
· Electromagnetic spectrum of radiation – is the basis for all telecommunications signals, both wired and wireless. Ranges of waves are partitioned by international and national organizations and are used by a particular type of device. It consists of waves of different frequency and the waves can be in both the invisible or visible part of the spectrum.
· Transmission speed is measured in Hertz (if transmission is analog) or bps (bits per second if transmission is digital).
· Carrier waves – the different waves of the electromagnetic spectrum can all carry data.

· Bandwidth is the range, or band, of frequencies that a transmission medium can carry.

· Narrowband – also, known as voiceband, is used for regular telephone communications.

· Broadband – is used to transmit high-speed data, high-speed video and audio at the same time.

· Channels – Broadband is partitioned into channels so that different kinds of data can be transmitted at the same time.

· Transceiver – a device that can transmit and receive data.
· Infrared transmission - the transmission of data signals using infrared-light waves, line of sight, 1 – 4 Mbps, used in remote controls, deprecated in wireless mice (use laser, Bluetooth, or RF instead), and wireless keyboards.
· Broadcast radio - a wireless transmission medium that sends data over long distances--between regions, states, or countries, transceiver can send and receive signals, < 2 Mbps.  Bluetooth,  Homer, Wi-Fi, WiMax.
· Microwave radio - transmits voice & data through the atmosphere as super-high-frequency radio waves called microwaves, line of sight, 45 Mbps.  Typically used in areas where installing physical transmission media is difficult or impossible (deserts, lake areas)  and where LOS transmission is available.
· Communications satellites - microwave relay stations in orbit around the earth (LEO, MEO, GEO), eliminates line of sight problem.  Earth-based stations are often microwave stations. Uplink,  downlink. Consumer can access satellite technology with a dish and a satellite modem card.  Uplink is slower than downlink.  Used for a variety of purposes: Broadcast TV and radio, weather forecasting, video conferencing, paging, GPS.

· Global Positioning System (GPS) – launched by the military in the 70s and used extensively during the Gulf war, 27 earth-orbiting satellites continuously transmitting timed radio signals that can be used to identify earth locations, accurate within 3-50 ft, concepts of uplink and downlink

· GEO: 22,200 miles from earth, e.g. direct broadcast TV satellites (lag time compared to cable), weather and surveillance satellites

· MEO: 6,000 miles from earth, e.g. navigation and communication satellites such as the U.S. navigation system NAVSTAR Global Positioning System (GPS) and Odyssey

· LEO: 1,200 miles from earth, e.g. surveillance, imaging

· Other long-range wireless radio frequency communications
· Pagers - simple radio receivers that receive data (but not voice messages) sent from a special radio transmitter, one-way and two-way.
· Cellular Radio – form of broadcast radio (high-frequency radio waves)

· Analog (1st generation): hexagonal cells, handoff between cell towers

· Digital (2nd generation): cell towers with digital signals, higher clarity, more data over the bandwidth, various standards 
· Broadband + Multimedia (3rd generation): some incorporate Bluetooth, picture and text messaging, and Internet access 

· Other short-range wireless radio frequency communications
· Bluetooth - a short-range wireless digital standard aimed at linking cell phones, PDAs, computers, & peripherals up to distances of 30 feet, < 1 Mbps

· WiFi (wireless fidelity)- a short-range wireless digital standard aimed at helping portable computers and handheld wireless devices to communicate at high speeds and share internet connections at distances up to 300 feet, uses WAP, 10xspeed of Bluetooth

6.5 Cyberthreats, Hackers, Safeguards
· Types of attacks:

· DoS – consists of making repeated requests of a computer system or network, thereby overloading it and denying legitimate users access to it.
· Ping attack – classic example of a denial of service attack.
· Eavesdropping – consists of tapping into the computer or the transmission medium in order to obtain information.
· Wardriving – a type of eavesdropping attack whereby hackers sit outside a building and access wireless transmissions that bleed beyond the boundaries of a building.
· Message (data) modification – consists of taking a transmitting message, changing it and sending it as if it were from the original sender.
· Message replay – consists of replaying a message to produce an undesirable result for the sender and/or  recipient.  Ex.  Replaying a withdrawal request from a bank account until the balance goes to 0.
· Methods of attack:

· Malware - any type of software, in whatever form, that performs malicious activity against a target on a network.
· Worms - standalone programs that can perform any of the above attacks on computers or network lines.  Self-replicating and spread quickly through systems.
· Viruses – code that is embedded within legitimate code.  They can perform any of the above attacks on computers or network lines. Cannot run without a host program.  They can also replicate quickly.
· Trojan horse – It is a type of virus embedded within legitimate code.  The legitimate code is created purely to carry the malware to a target. 
· File virus – carries itself on an .exe. (executable) or .com (command) file.  
· Macro virus – Macros are programs that a user can write and then attach to a Word file, Excel file, Access file, etc.  Malware can be embedded in these macros and attacks can be launched in this way.  This is a relatively easy way to perform an attack because the attacker does not have to be particularly proficient in software and/or hardware to do this.
· Logic bomb - This is a virus that is programmed to execute when the computer is in a specific state (i.e., conditions are right).  The book is incorrect.
· Time bomb – This is a virus that is programmed to go off at a certain time.
· Methods of transmission:
· Worms and viruses can get from one host computer to another by infected floppies, flash memory sticks, cds or email attachments or infiltrated websites or hotspots.
· Type of attackers:
· Hackers – Generally benign.  They are either enthusiasts who simply want to execute an attack to see if it can be done or are knowledgeable attackers who offer their services to secure systems.
· Crackers – Generally malicious.  Script kiddies are attackers who find scripts on the web and use them to perform attacks.  Black hat hacker is knowledgeable attackers who attack for illegal gain.
· Grey hat hackers – These are hackers who offer their services to the highest bidder.  They are value free and can work as white hats on one job and as black hats on another.
· Protective measures:

· Firewalls – Protect the ports of the computer from illegal access attempts from the network.
· Authentication – Protects the computer from illegal access on the “front-end” (i.e., unauthorized people who try to use the system).  Two methods are passwording and biometric authentication.
· Antivirus software – This software looks for both worms and viruses within a computer.  This software scans primary and secondary storage for  malware “signatures”.
· IDS (Intrusion Detection Systems) –  This type of software scans computers and network lines for intrusion activity.
· Think of firewalls as the locks on the back door, authentication methods as locks on the front door, IDS as the security system for the house, antivirus software as the homeowner dialing 911 (the intruder is already in.).
· NOTE: Disregard all information on personal technology from Chapter 7.  This will not be covered on the exam.

