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Abstract

Mobile and wireless systems are bracing for a massive penetration of Internet of Things (IoT) devices and experiencing an exponential growth in wireless applications. To achieve the expected service requirements, the networking resources are being pushed to the edge, such that each edge node can function as a standalone local unit, which has its own green energy harvester, cache and computing resources. Since resources available at the edge nodes are limited and dynamic, network cooperation is critical to guarantee the smooth operation and security of the wireless access networks. 

In this talk, I will present the network cooperation framework that allows the “connected” edge nodes to share their networking resources. The first part of this talk concentrates on secure cooperative data transmission. By exploring the broadcasting nature of wireless links, the radio resources in terms of energy can be shared by allowing base stations to transmit data to the same user. I will present cooperative data transmission schemes to improve the network performance in terms of energy efficiency and data confidentiality. The second part of this talk focuses on secure data crowdsourcing. By leveraging multiple data paths at the mobile edge, distributed storage resources can be used to facilitate data sharing among a crowd of users. Data privacy is paramount in assuring users in crowdsourcing; I will present a multi-party data transmission scheme to improve the data sharing latency and data privacy.
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