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Introduction

* binpac is a declarative programming language
and compiler used to write application protocol
parsers

@ Binpac Gt
GrammarName pac
Grammarhame _pac.h




Motivation

 Why do we need application protocol parsers?

Network Intrusion Detection Systems (NIDS)
* Network monitors

Smart firewalls

Application layer proxies



Motivation

 Why do we need binpac?
 Difficulties of writing parsers by hand

- Tedious and error prone

- Protocols are complex

- Need to think about corner, or rare, cases

- Hacker purposefully injects non-conforming data

- Need to handle thousands of connections in real-time

* Vulnerabilities have been discovered in existing
protocol parsers



Motivation

* Reusability

* Protocol parsers used in one application cannot be
easily used in another application

e Lack of abstraction



Motivation

* Protocol parsers differ from language parsers

* Network protocols are not easily expressed as a
Context Free Grammar

» Need for correlation across different directions of a
single connection

 Language processors are not designed to
concurrently parse multiple, incomplete input
streams



Related Work

 Augmented BNF (ABNF)

« Concise, but incomplete, description of a protocol

* Generic Application-level Protocol Analyzer
(GAPA)

* Protocol analyzer used for traffic analysis at end
host machines

« PACKETTYPES

« Language which treats network packet data
structures as C types



Related Work

* binpac, on the other hand

« Designed to process high-volume traffic at network
gateways

* Abstraction
 Modularity



Assumptions

* binpac focuses only on application protocol
parsing and assumes existence of lower level
protocol analyzers



binpac Language
* Declarative language

» Describes what computation should be performed
but not how to compute it

* Not Imperative

* e.g. Functional, Logic



binpac Language

e Features

 Elementary types

- Similar to C++ integer and string types
« Composite types

— record, dlray, case
 Type parameters

- Allow for passing information between types
- Avoids need to keep external state



binpac Language

e Features

« Derivative fields

- Useful for intermediate computation results
« Byte order (Big-endian v. Little-endian)

- User may specify which field to use for byte order
o State management

- flow - sequence of messages
— connection — pair of flows



binpac Language

e Features

* Integrating custom computation
- C/C++ code may be embedded
* Error detection / recovery

- Can't just “stop and complain” like a language parser
- Upon error, throws C++ run-time exception

o Separation of concerns

- “breaking a program into distinct features that overlap in
functionality as little as possible”



[Language Construct

Brief Explanation

theader| ... ¥

Copy the C++ code to the generated header fle

¥code| ... %

Copy C++ code to the senerated source hile

imember| ... %)}

C++ declarations of povaie class members of connection or flow

analyzer ... withoontext

Declam the begmning of a parser module and the members of $context

connection

Detine a connection object

upflow/downflow

Declam flow names tor two Hows of the connection

flow Dehine a How object

datagram = ... withcontext | Declam the datagram flow unit type
flowunit = ... withcontext | Declar the byke-stream Aow unit type

= Tium Dehne a “enum’ type

EVEE 20w = Lehne a binpac type

record Kecord type

case ... of Case type—mpresenting an aliemation among case field types
Hefault The default case

\type)[ ] Armay type

RE/ ../ A sinng matching the given regular expression
Eytestring An arbitrary-conient bybe stnng

extern type Declare an external type

function Define a function

refine typeattr

Add a type attribuie to the binpac type

{type) withinput {input)

Parse {type} on the given {input} instead of the default input

sbyteorder Dehine the byte order of the type and all enclosed types (unkess otherwise specthed)

&check Check a predicate condition and raise an exception if the condition evaluaies to false

&chunked Do not buffer contents of the byiestring, instead. deliver each chunk as $chunk to &processchunk
iif any is specified)

sexportsourcedata Makes the source data for the type visible through 2 member vaniable sourcedata

&if Evaluate a held only if the condition is true

glength = ... Length of source data should be ...

&let Dehne dervative types

goneline Length of source data 1s one line

sprocesschunk Computation for each $chunk of bykestring defined with &chunked

Ereguires Introduce artificial data dependency

srestofdata Length of source data is till the end of input

gtransient Do not create a copy of the bytesining

Buntil End of an array 1t condition (on Selement or $input) is satished
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analyzer HITP withcontext { = members of Scontext
connection: EIT? Conn;
flow: EITF Flow:

1
»

enum DeliveryMode |
UNFHOWN DELIVEEY MODE,
COMTENT _LENMGTH,
C‘E[UH'KED.

1
»

# Regqular expression patterns
type BHTIP TCFEN = BE/["(h<xB, 00 "W INDT=() AL+
typ= HTTP W3 = BESL WE1*/:
extern type BIOCONN;
extern type ETTP HeaderInfo;
theader]
A¢ Batwesan §.%{ and &} iz esmbedded C4+: header/code
class EITP HeaderInfo {
public:
EITP BeaderInfo(BTTP Beaders *headers) {
delivery mode = UNENOWH DELIVERY MODE:
for { int i = 0; i < headers-zlength{); +i ) {
HEITP Header *h = (*headersi[i];
if ( h-»name{) == "CONTENT-LERGIE" } {
= to intih-»valoe{));

delivery mode = CONTENT LENGTH:
content length
} else if [ h—=name() == "TRANSFER-ENCCDING"
&& has_prefix(h->value(), "CHUNFED") ) {
delivery mode = CHUNFED:

b

L
DeliveryMode delivery mode;
int content length;

b
tl
# Connection and flow
conpection HTTP Conn(bro conn: BroConn) {
upflow = HTIP Flow(irue)l; downflow = EITP Flowifalse);
b

flow HTIF Flow(is orig: bool) {
flowanit = HTTP PI}UI:J.E l}Ilg]
withcontext{connection, this):
b
# Types
type HTIF PDU{is orig: bool) = case is_orig of {

true ~-» reguest: EITP_Reguest;
false -» reply: EITP_Reply:

i

typs HTIP Bequest = record {
reguest: EITP RequestLine;
msg: HITP Message:

T

type BTIF Reply = record {
reply: EIT? ReplyLine;
msg: HITF Message;

T
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type= BITPF Requestline = record {

methed: HTTP_TOREN;

H ETTP_HE: # an anonymous field has no name
uri: RE/[[:alnum: ][ :punct:]l+s;

: HTTP_WS;

wersion: HITF Version;

} &on=lin=, &le=e {
bre gen req: bool = bro event hitp reguesti
foontext.connection.bro_conn,
methed, uri, version.wers str);
IE
typ= BITP Replyline = record {

version: HITF Wersion;

: HTTE W5;

status: RE/[0-21%{30 3 /3

H HIIP WE;

TEASON: bytestring srestofdata;
} &on=line, &lee {

bro _gen resp: bool = bro event hitp reply(
"$context.connection.bro_conn,
wersion.vers_str, to_int(status), reasen);

1z
typ= BITP Version = record {

H "HITE/";

wvers str: RE/[0-3]1+4.[0-8]+/:
1z

typ= BITP Message = record {
headers: HTIF Beaders;
body: HITP Body(EITP HeaderInfo(headers));
bi
typ= BITP Beaders = HTIP Beader[] suntil{gimput.length()} ==
type= BITPF Header = record |

name: HTTP TOEEN;

: Tty

: HITF W5;

wvalue: bytestring &restofdata;

} &on=line, &lee {
bro gen hdr: bool = bro event hitp header(
" foontext.connection.bro conn,
foontext.flow.is orig, name, value);
l_].'pe BITP Body(hdrinfo: ETIP BeaderInfo) =
cag= hdrinfo. u:i\elurer}r mode of |
CONTENT LENGTH -» body: bytestring schunked,

'} H

&length = hdrinfo.content length;

CHUNEED
default
}:
type BITP Chunks = record {
chunks: HITP Chunk[] &until{gelemant.chonk length ==
headers: HTTE EeaderE,
}:
type BITP Chunk = record {

-» chunks: HTIP Chunks;
-» other: EITF UnknownBody:

len line: bytestring son=line;
data: bytestring &chunked, &lengtk = chunk length;
opt_crlf: cass chunk length of {

0 -> Mone: empty:
default -> crlf: bytestring soneline;
i
} &lee {
chunk_length:
bi

int = to intilen line, 16}; #

0l

in hexadecimal

'
[



Evaluation

« Comparison of hand-written parsers and binpac
generated parsers for the Bro traffic analysis engine

Protocol Hand-written binpac

LOC | CPU Time (seconds) Throughput LOC | CPU Time (seconds) Throughpu
HTTP || 1.8% S35 244 Mbps/ 36.7Kpps || 676 44 208 Mbps / 44.7 Kpps
DNS || 143 | 373313 [8.6Mbps/ 133 Kpps || 698 | 447-448 13.6 Mops/ 11.1 Kpps




Future Work

* Add support for languages other than C++

* Evaluate reusability by using code with systems
other than Bro

 Note:

binpac is open-source and is now a part of the
Bro distribution
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Questions?
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