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Abstract

The immune system demonstrates the most efficient mechanism capable of recognition of “self” from “non-self” when both objects are represented by very complex three-dimensional protein structures. An attempt to model this process has resulted in the approach applicable to a wide class of recognition-based problems. It presents the means for mathematical description of complex phenomena, and then for the generic feature extraction and the utilization of the extracted features for a reliable and relatively simplistic recognition procedure. The underlying mathematical engine is the Singular Value Decomposition (SVD). It is important that the approach facilitates both supervised and unsupervised learning facilitating recognition.  It is known that the pattern of data traffic through for a fixed computer network is indicative of the network status, i.e. normal or abnormal operation caused by information attacks. The abnormal operations could be further classified according to particular types of attacks. Monitoring data traffic could be easily achieved without placing unnecessary burden on the network resources; data traffic data could be represented by vectors folded to a matrix format and as such subjected to various analyses. It is important that modern numerical tools can easily manipulate a 1000(1000 matrix that is more than sufficient for many network security-related tasks. 
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