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Abstract

Response of the immune system to invading alien proteins presents an example of a highly successful defense of a complex system against an information attack. Specific components of this defense mechanism are well established in immunology and could be subjected to mathematical modeling. The entire mechanism is viewed as a closed-loop, nonlinear, negative feedback circuit. Generic conditions resulting in two distinctive outcomes of such an attack, lethality and full recovery, are established. The control law that inevitably results in the full recovery outcome is formulated. In application to the immune system these results are virtually useless due to unknown parameters of the mathematical model and inability to implement any “control law” in a biological system. A chronology of a recent information attack on the international computer network community is presented, and the resemblance between the particular stages of the attacks on the computer network and the immune system is emphasized. Indeed such a model could be applied for the description of an information attack in a computer network and the network defenses. In this case model parameters could be reliably estimated and consequently, the control law established for the immune defenses could be fruitful in application to computer defenses.
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