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Abstract

We have access to network flow data from the border of a large ISP's customer network.  We have started examining these data in terms of connection information. In particular, we have focused on categorizing outside hosts by the number of inside hosts they attempt to contact in a given hour. We find that there are typically about one million or so sources that attempt to contact only one destination in a given hour, while a very small number of sources attempt contacts with 100,000 or more distinct destinations per hour. In general, the connection data plot as a smooth, slightly concave to the upper right, log-log curve, however in the region of 150 to 350 destinations per hour and 30 to 60 sources per hour, the curve shows a distinct wave or waterfall structure. If we plot successive hours of data to form a 3 dimensional surface, the wave persists in time. The wave was consistently present from the start of our observation in January 2003 until mid August 2003, when it abruptly disappeared. It reappeared, in a slightly different form, sometime between February 4th and 15th 2004 and has persisted at least through mid-May 2004. This talk will present ongoing work in examining these phenomena, and will hypothesize on possible causes.
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