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Abstract

In this paper, we explore some of the architectural issues
associated with creating high-performance wide-bit
multiplier units on programmable logic devices. These
devices are the “fabric” of a reconfigurable computing
platform consisting of multiple commercial FPGAs.
Many applications of reconfigurable computing for
arithmetic, such as for DSP and Cryptography, as
reported in the literature, have been carried out with
relatively small word-widths, thereby avoiding some of
the more difficult design tradeoffs and scheduling control
issues associated with larger operand word widths. In this
paper, we explore some of the results we have obtained in
exploring the architectural space associated with creating
wide-bit multipliers for cryptography applications.
Soecifically, we explore these multiplier topologies for
multipliers with 192 and 256-bit operands, taking into
account some of the optimizations available using some of
the given FPGA device architectures—thereby exploring
the impact of device selection on final multiplier
architecture selection and refinement.

1. Introduction

Reconfigurable computing machines (RCM) have
become recognized as a viable means for achieving orders
of magnitude speedup in compute-intensive applications,
through the use of fine-grained parallelism on a
customized logic substrate [1, 2]. Algorithmsin awide
variety of military and scientific domains--along the
architectures necessary for their implementation--are
being implemented on a custom-logic "fabric" consisting
of one or more commercially-available field
programmable gate arrays (FPGAS) [3]. Thisfabricis
generally suited to fine-grained parallelism [1]. Highly
repetitive operations, such as pipelined arithmetic
calculations on wide data words, and highly parallel
SIMD operations--such as those found in image
processing and cryptography--are a good match for an
RCM application [1].
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Our objectiveisto create multiplier architectures that
can be efficiently implemented on programmable logic
devices, such that we can realize high-performance wide-
bit arithmetic processing for arange of scientific and
military applications. In this paper, we examine one
aspect of this problem, namely, the analysis of
architectures supporting multiplication of operands 192
and 256 bitsin width. We examine this activity of
selecting appropriate unit widths and architecture
renderings of available multiplier algorithms, and then we
examine the effect of a programmable device's available
capabilities and resources on this selection. The process
of finally converging on an effective architecture and
implementation requires iterating through the architecture
and design process many times before finally converging
on an optimal design for the application and using the
target device' s resources most effectively.

2. Applications and algorithms

We seek to articulate a set of specialized heuristics
that guide us to appropriately use different multiplier
architectures in varying applications of crypto-arithmetic
processing. To that end, our focus of study is outlined as
follows:

1. ldentify and model different Multiplier circuits.
For consideration in this paper, we identify and
select appropriate schemes that can be used on
unsigned integer arithmetic appropriate for

cryptography.

2. Select an appropriate unit size —we need to
select abasic unit for constructing large-width
multiplier data paths. Sinceit isimpractical to
construct monolithic circuits of very large
widths, we must model our different multiplier
schemes as basic units, from which we will
construct larger units.

3. Having modeled the basic multiplier units, we
subject these units to benchmarking. As pointed
out in Chen and Mead [4], what might be



considered an efficient or optimal algorithmin a
mathematical or software sense may not be so
from the standpoint of its architecture because of
physical cost considerations. Therefore, we must
subject each model to cost evaluation. For
synthesized circuits, thisis generally donein
terms of area, speed and power characteristics.
Since we are considering our implementation on
areconfigurable parallel computing platform
using an array of Xilinx FPGAs as processing
elements (PE), we will for the moment ignore the
power issue and focus on the issues of area and
speed. Areaisimportant, as we need to be able
to assess the ability of amultiplier unit to scale to
size, while also continuing to “fit” on the FPGA
device. Otherwise, weincur performance
penalties by having to go “off chip” to complete
the arithmetic function. Speed isimportant for
obvious reasons, in that minimizing computation
time (in the form of worst-case delay through the
unit) affects the overall time for computation.

4. Having characterized each of the identified and
modeled multiplier units, we then devise scaled
models of the computation architecture for the
data path widths that are of interest. We are
dealing with unsigned integer arithmetic of the
following data path widths: 128, 192, 224, 256,
384 and 521 bitsin width. (Note that the 521-bit
computation is rounded up to 544 bits, as this
allows use of a standard unit configuration for
this purpose.) We assume at present that the
architectures for each of the bit widths may
dictate a different—or even more than one—
multiplier architecture for usein agiven
reconfigurable application. Therefore, to
appropriately account for this possibility, we are
analyzing the larger multiplier architectures using
different basic multiplier units, and evaluating
the performance of each configuration.

It isimpractical to construct wide-bit multipliers of
192, 256 or 384-bits as monolithic circuits. As discussed
in [4], ahierarchical design approach allows better
management of design complexity by exploiting the
regularity of large numbers of identical structures, and
also affords a better chance that a usable and efficient
circuit can be synthesized. Therefore, we explore a
number of different multiplier architectures, identifying a
set of basic 32-bit units, using these basic units to
construct the larger multiplier circuits with wide data path
widths.

3. Architectural treatment

In the figure below, we depict one of two wide-bit
architecture schemes we have been exploring. In this
“broadcast” scheme, we break up a 192-bit radix into six
separate 32-bit multiplier units, whose outputs are fed into
64-bit pipeline registers, according to a “perfect shuffle’
permutation scheme [15]. The partial product registers
are grouped into 3-units, where each group is treated as a
unit for purposes of shifting partial product data. The
leftmost 3-unit, labeled as Registers Rb, Rd, Rf form a
192-bit shift register, on which a 32-bit SHL operation
occurs after each multiplication cycle.
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Figure 1. Broadcast-style 192-bit multiplier

The data stored in these registers is then clocked into
three 64-bit adder units, organized into an “exchange
permutation” scheme [15] whose outputs are fed into a
second stage of pipelined registers. The following stage
adds the results of these three registers, grouped as a 3-
unit, with an “accumulator” register 3-unit consisting of
three additional 64-bit pipelined registers. During this
final addition, the contents of the permuted partial product
addition registers are added to the running value stored in
the accumulator. Between each accumulator add, the
contents of the 3-unit accumulator are right-shifted 32-bits
into an additional 3-unit register group. After six such
accumulator-adds and 32-bit shifts, a complete final
product is contained within the running 384-bits of 64-bit
registers organized into two 3-unit registers. A fina
product register, consisting of six 64-bit registers, stores
the product for latching by another stage of the
application.



Based on preliminary assessment reported elsewhere
[5], we have settled on evaluating each of the following
32-bit multiplier units as base components to be used in
the larger multiplier circuit. We ve started with a basic
set of multiplier architectures for the Shift-Add [6], the
Pencil and Paper method [7], the Booth algorithm [8], and
the Montgomery approach found in [9]. Whereas other
algorithms exist, each of these techniques has been used
for unsigned integer arithmetic, and suits our needs as
initial units for study of the problem of scaling to wide
data paths, and realizing these circuits in an RCM fabric
consisting of multiple FPGAs.

4. Realizing logical architecture on thefabric

There are two different hybrid RCM platforms on
which we have been exploring the architecture and design
of cryptography applications. the HAL-15® and HC-
36m®, both from Star Bridge Systems.

For purposes of this paper, we will concern ourselves
with the resources available for use on the Xilinx®
devices, and the estimated number of cycles required to
pass data off-chip between different components of the
wide-bit arithmetic units, and not on specific architectural
properties of the Star Bridge platforms themselves.

This issue pertains to the trade-offs associated with
selecting multiplier topologies that rely on concurrency
through parallelism and/or pipelining, when a given bit-
width cannot be accommodated on a single FPGA device.
As such, we must consider the cost of moving data off-
chip versus the extra cost associated with resource sharing
in order to fit amodel on the device.

5. Analysis and Experiments

In the paper, we will present the analysis steps, along with
the general principles we have codified, for examining
multiplier architectures of differing widths for the types of
applications we are considering. In addition, we examine
the effect that device selection has one the final realization
of the multiplier architectures onto the programmable
logic fabric. We will present results for multipliers of
different configurations, for 192 and 256 bit operands,
mapped onto two different classes of Xilinx® XC4000
and Virtex-1l device families. Whereas the Virtex-lI
family of devices has a number of resource capabilities—
such as built-in 18x18 multiplier units—the older XC4000
series devices come into play in applications where size
and cost are considerations.
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