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Abstract 

 

In this paper, we explore some of the architectural issues associated with architecting high-performance wide-bit multiplier units on 

programmable logic devices for embedded systems applications.  Many applications of reconfigurable computing for arithmetic, such 

as for DSP and Cryptography, as reported in the literature, have been carried out with relatively small bit-widths, thereby avoiding 

some of the more difficult design tradeoffs and scheduling control issues associated with larger operand widths. In this paper, we 

define an Estimator function and present some of the results obtained in exploring the architectural space associated with large-bit 

width multipliers for cryptography applications. Specifically, we explore topologies for hierarchical, hybrid multiplier architectures 

with 192, 224, 256, 384 and 521-bit operands, to provide finer grain performance/resource usage tradeoffs during design space 

exploration.  The timing and area cost for the general hybrid multiplier is analytically formulated by exploring the regularity of its 

internal structure, and then adjusted empirically. Experimental results show that our approach can rapidly predict the timing and area 

cost for the hierarchical hybrid multiplier with a reasonable accuracy.  We discuss the relevance of this method in the context of MAC 

Layer embedded design of encryption enhancements for 802.11g and 802.11i wireless LAN standards. 

1. Introduction 

Reconfigurable computing machines (RCM) have become recognized as a viable means for achieving 

orders of magnitude speedup in compute-intensive applications, through the use of fine-grained parallelism on 

a customized logic substrate [1, 2, 3].  Algorithms in a wide variety of military and scientific domains--along 
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the architectures necessary for their implementation--are being implemented on a custom-logic "fabric" 

consisting of one or more commercially-available field programmable gate arrays (FPGAs) [4].  This fabric is 

generally suited to fine-grained parallelism [1].  Highly repetitive operations, such as pipelined arithmetic 

calculations on wide data words, and highly parallel SIMD operations--such as those found in image 

processing and cryptography—have been a good match for RCM-based high-performance computing 

applications [1, 3]. 

However, the use of reconfigurable computing in embedded systems design is still fairly new endeavor.  

The interest in using programmable logic and its inherent logic reconfiguration capabilities is based on a desire 

to achieve a greater degree of dynamic programmability—typically afforded to embedded systems built around 

a microprocessor—while also providing a platform for orders-of-magnitude faster computing at lower power 

consumption levels than is available through conventional instruction-set microprocessor-based embedded 

systems [3].  An example problem domain where such processing may be required is in the WLAN for 

ubiquitous computing arena.  Here, with the 802.11 protocols for example, we are moving towards processing 

requirements, coupled with power and device “footprint” requirements, where delivering a solution using 

conventional embedded systems techniques will be a great challenge.  In response to this, there are two 

primary means to achieve the type of embedded systems performance that may be required of a new generation 

of embedded computing devices: (1) systems-on-chip (SoC); and, (2) processors coupled with reconfigurable, 

programmable logic devices.  In both cases, we need to be able to consider the architecture and design of high-

performance components that can be moved into VLSI logic—either the custom logic of an SoC device, or the 

programmable logic of an FPGA, both of which might be tightly coupled to a microprocessor or some sort. 

In the context of creating this next generation of embedded system, the problem discussed in this paper 

involves creating high-performance architectures for arithmetic processing units, namely Integer multipliers for 

use in encryption/decryption according to the new AES standard [5], where the operand width is greater than 

that typically operated on by embedded microprocessors.  It can be easily imagined that the cycle cost of 

attempting to implement a software algorithm for processing the 128-, 192- and 256-bit operands used in the 
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AES algorithm using a conventional instruction set will be very costly.  This motivates the search for solutions 

where custom-logic or programmable-logic solutions are to be used for the custom arithmetic processing 

architecture, where large bit-width b, b ≥ 128, multiplications and additions dominate. 

The process of converging on an optimal multiplier architecture and implementation, in the absence of any 

specific heuristics, requires iterating through the architecture and design process many times before finally 

settling on an architecture for the application while using the target device’s resources most effectively. 

In this paper, we present a method—and results of using this method by creating an automated 

procedure—for estimating the timing and resource requirements for a range of hybrid, hierarchical, unsigned 

Integer multipliers.  Our objective has been to devise architectures that can be efficiently implemented on 

programmable logic devices, such that we can realize high-performance, large-bit width arithmetic processing 

for embedded cryptographic systems applications.  In this paper, we examine one aspect of this problem, 

namely, the analysis of architectures supporting multiplication of operands 192, 224, 256, 384 and 521 bits in 

width.  These bit-widths are recommended according to the NIST standards [6] and have been discussed 

relative to their use in reconfigurable computing in such sources as [7, 8]. 

We examine this activity of estimating the performance characteristics of a given hierarchical, hybrid 

multiplier architecture scheme as an activity that precedes actual design of such a unit.  It is the premise of this 

paper that considerable savings in the development cost of such a model can be achieved through the use of 

this estimation procedure.  Furthermore, the procedure creates estimates that have a very low percentage error 

over actual measures generated through the use of synthesis and layout tools, indicating the clear benefit of 

using this approach. 

The paper is organized as follows.  In Section 2, we discuss the large-bit width multiplication problem, and 

consider what has been reported in the literature to date.  We also discuss the impetus of devising an Estimator 

tool, namely the combinatorial explosion of possible design candidates.  In Section 3, we present, in detail, the 

primary architecture “patterns” we adopted for exploring the most plausible architecture solutions for this class 

of Integer multiplication application.  In Section 4, we present the theoretical analysis for the Estimation 
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capability itself, whereupon we subject the resultant model to comparative validation against actual 

implementation data.  Finally, we sum up the ramifications of our estimation method and tools in the context of 

the aforementioned embedded systems problem. 

 

2. The Problem of Large Multipliers 

We seek to articulate a set of specialized heuristics through an “estimator” method that can guide us in the 

selection and use of different multiplier architectures in varying applications of crypto-arithmetic processing.  

First, we need to understand why it is infeasible to simply multiply two large operands together using 

monolithic units.  Second, we need to understand why the number of possible architectures to solve this 

problem is very large. 

 

2.1 Monolithic versus Hierarchical Multiplication 

We need to select a basic set of candidate structures for constructing large-width multiplier data paths.  On 

first consideration, it might be viewed as acceptable to cimply define a “monolithic” (i.e., flat) multiplier that 

simply takes two large operand word lengths, and multiplies the numbers to generate partial products, then add 

up the partials as one would do using the “pencil and paper” method.  However, it is impractical to construct 

such monolithic circuits of very large bit-widths [7, 9, 10], for the obvious reasons that: (1) a monolithic circuit 

of such bit-widths is likely to be non-optimal, and difficult to optimize, for specific applications; and, (2) a 

monolithic circuit is likely to be difficult to synthesize into a circuit.   

Therefore, we must model our different multiplier schemes as smaller, more basic units, from which we 

construct larger units.  These units are organized hierarchically, in that a large bit-width unit contains some 

number of units that execute smaller multiply and add operations (either concurrently or in a pipelined fashion) 

on a sub-range of the larger operands’ bits.  The results of the smaller multiplication operations are recombined 

according to the topology of the given architecture.  As discussed in [9], a hierarchical design approach allows 
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better management of design complexity by exploiting the regularity of large numbers of identical structures, 

and also affords a better chance that a usable and efficient circuit can be synthesized. 

Having modeled basic multiplier topologies, we subject these units to analysis in order to devise the 

analytics of the Estimator.  As pointed out in Chen and Mead [9], what might be considered an efficient or 

optimal algorithm in a mathematical or software sense may not be so from the standpoint of its VLSI 

architecture because of physical cost considerations.  Therefore, we must subject each model to cost evaluation 

in order to identify and select an optimal design for our intended application.  For synthesized circuits, this is 

generally done in terms of area, speed and power characteristics.  We will, for the moment, defer considering 

the power budget issue and focus on the issues of area and speed.  Area is important, as we need to be able to 

assess the ability of a multiplier unit to scale to size, while also continuing to “fit” on the FPGA device or 

custom logic substrate.  Otherwise, we incur performance penalties by having to go “off chip” to complete the 

arithmetic function.  Speed is important for obvious reasons, in that minimizing latency (in the form of worst-

case delay and maximum clock rate through the unit) affects the overall computation throughput. 

 

2.2 Circumscribing a Large Design Search Space 

We are using unsigned Integer arithmetic of the following data path widths: 128, 192, 224, 256, 384 and 

521 bits in width.  (Note that the 521-bit computation is rounded up to 544 bits, as this allows use of a standard 

unit configuration for this purpose.)  We assume at present that the architectures for each of the bit widths may 

dictate a different—or even more than one—multiplier architecture for use in a given reconfigurable 

component of an embedded application.  Therefore, to appropriately account for this, and select the best 

candidate, we must analyze larger multiplier architectures using different basic multiplier unit configurations, 

and evaluate the characteristics of each configuration. 

 



Submitted to CASES-04  Page 6 

Some number
of partitions later...

S4 S5

d = 0

d = 1

d = 2

dmax = 4

Depth of partition tree:

S1

S6

Sn-1

|S2| = N/2

|S0| = N-bits

Sn-r

|S3| = N/4

Non-terminal nodes

Terminal nodes

Root node

 

Fig..1. Characterizing the Partition Space. 

One of the problems is that, when considering the most efficient scheme for large bit-width multiplication, 

we quickly realize that the set of candidate topologies is very large.  We can easily see the size of this design 

space by considering the hierarchical partitioning of a large bit-width multiplier into a compositional tree of 

some depth.  Such a tree might be depicted as shown in Fig 1. 

 

• Let ∂ be the depth of a partition tree, as shown in Fig. 1, where 1 ≤ ∂ ≤ 4 for our maximum MUL width 

of 544 bits. 

• Let G = R ∪ NT ∪ T the union of tree node possibilities, where  | G | = n = 29. 

• Let C be a set representing the ordered sequence of non-repeating configuration units, where   

∀c, (c ∈ C ) ⊆ (c ∈ G )   

| C | = r = 2, 3, 4, 5, where r = ∂ + 1. 

• Let P be the permutation of the set G of MUL architectures by type and width, taken r elements at a 

time, forming a candidate sequence set C, such that the following is true. 

Σr P(n,r) = n! / (n – r)! 

From the circumscribing of the search space in terms of its permutation equation, we see that this is a 

really large number of possible hierarchically defined wide-bit MUL architectures.  It also illustrates why we 

simply cannot devote the time—in a development project—on exploring many of these possible candidates, as 

the time to generate post layout timing and area values for each would be too prohibitive.  In addition, given 
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the wide range of possible results of these multiplier units, it is not feasible to simply pick one at random 

without some a priori understanding of its speed/area tradeoff.  Note that the compositional tree structure 

shown in Fig. 1 is valid for only a given hierarchical topology; different factoring of the multiplication into 

smaller units will result in different trees (not necessarily binary ones). 

 

3. Architectural Treatment 

Multiplier architectures can be grouped into two different categories: non-hierarchical or hierarchical. A 

non-hierarchical multiplier constructs the product directly from the inputs monolithically, while a hierarchical 

multiplier builds upon sub-multipliers and derives the product from the partial products generated from the 

sub-multipliers.  The multiplicands of hierarchical multipliers are divided into different blocks. The partial 

products computed from these sub-blocks are integrated to form the complete product. Good scalability, ease 

of parallelism exploitation, high regularity structure, complexity management, etc, are among the advantages 

of the hierarchical multipliers.  In this paper, we focus on two basic architecture “patterns” for large bit-width 

multiplication.  We then take both of these and combine them into a number of possible hybrid configurations. 

 

3.1 Divide and Conquer multiplier 

The first multiplier architecture pattern that is part of our model is the Divide and Conquer scheme, 

discussed in references such as [10].  There is a “naïve” version [10], and also an optimized version [11].  We 

discuss both versions. 

According to the naïve Divide-and-Conquer (DC) approach, assume that A and B are n-bit numbers and 

can be evenly divided into two halves, i.e., AH and AL, BH and BL, respectively. Let 

 

,,,, 3210 LLHLLHHH BAaBAaBAaBAa ×=×=×=×=  

Then  

.)(22 321
2

0 aaaaBA
nn +++=×    
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Note that, the four partial products, i.e., ,,,, 3210 aaaa  can be computed in parallel.  In order to perform this 

calculation, four (n/2-bit) multipliers are required.  

To reduce the resource requirements, the Karatsuba-Ofman Algorithm (KOA) [11] reduces the number of 

sub- multipliers by replacing the multiplication operations with several additions. That is, let 

 

.),()(, 210 LLLHLHHH BAaBBAAaBAa ×=+×+=×=  

 

Then, the product can be computed as 

2012
2

0 )(22 aaaaaBA
nn +−−+=× . 

In this case, only two n/2-bit and one (n/2+1)-bit multiplication operations are necessary.  Moreover, in order 

to use the same multiplier for all the multiplications, the KOA algorithm can be implemented in a slightly 

different way as shown below.  Let  

 

.),()(, 210 LLLHLHHH BAaBBAAaBAa ×=−×−=×=        (1) 

Then,  

                 2102
2

0 )(22 aaaaaBA
nn +−++=× .          (2) 

 

Fig. 2 shows the implementation of a 192-bit multiplier with KOA scheme.  
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Fig. 2. KOA-style 192-bit multiplier (the thick lines represent 
the critical path). 
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Fig. 3. Broadcast-style 192-bit multiplier 

 

Even though the basic 2-way DC method can, theoretically, be easily extended for m-way partitioning, the 

practical control overhead (including interconnect and state machine) will likely outweigh the potential 

performance benefits [6]. 

The naïve DC strategy and KOA algorithm achieve high computation performance by exploiting 

parallelism in computing the partial products.  However, such a high performance is not achieved without extra 

cost in terms of circuit area of the required components. 

Note that, the number of base multipliers required by the naïve DC strategy and KOA algorithm increases 

exponentially with the number of hierarchical levels.  For example, to implement a 256 by 256 multiplier, as 

many as 256 16x16 base multipliers are needed if the naïve DC strategy is applied, or 81 are needed for the 

KOA algorithm.  The excessive resource requirement can easily consume the hardware resources on an FPGA 

(such as the hardware multipliers available on certain devices), which makes it impossible to synthesize the 

high bit-width multiplier on a single FPGA.  

 

 

3.2 Broadcast multiplier 
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An effective and flexible design strategy for trading-off performance and resource is to apply the 

Broadcast (BC) multiplier pattern for large operand widths, proposed by Buell, et al [7], as follows: 

Let A and B be n-bit integers. Assume that the available resources can be used to realize k multipliers, each of 

which can compute the p-bit multiplication, where  

.



=

k
np  

Then, we can partition both A and B into k blocks such that  

},{},{ 01)1(01)1( BBBBAAAA kk ΛΛ −− ==  

and .pBA ii ==  Then at the first cycle, we can use the k multipliers to compute the partial products 

)1(,...,0,0 −= kiBAi , simultaneously. After these products are appropriately accumulated, we can then use all 

the multipliers to compute another round of partial products )1(,...,0,1 −= kiBAi  in parallel, and accumulated 

to the previous results. In general, we have   

)).()((
1

0
01)1( piBAAABA i

k

i
k ×>>×=× ∑

−

=
− Λ  

A BC multiplier is, in fact, a sequential block-based shift-and-add multiplier.  It contains k iterations of 

partial product generation and accumulation steps. The computation efficiency of the Broadcast multiplier 

comes from the fact that multiplication cost for generating the partial products usually dominates the 

accumulation cost.  Since a Broadcast multiplier has k independent sub-multipliers, the computations of the k 

sub-products can be computed in parallel during each sub-operand pass. 

In Fig. 3, we depict the second of the two candidate wide-bit architecture patterns, namely, the Broadcast 

(BC) scheme [7].  In this Broadcast scheme, we break up a 192-bit radix into six separate 32-bit multiplier 

units, whose outputs are fed into 64-bit pipeline registers, according to a “perfect shuffle” permutation scheme 

[12].  The partial product registers are grouped into 3-units, where each group is treated as a unit for purposes 

of shifting partial product data. The leftmost 3-units form a 192-bit shift register, on which a 32-bit SHL 

operation occurs after each multiplication cycle. 
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The data stored in these registers is then clocked into three 64-bit adder units, organized into an “exchange 

permutation” scheme [15] whose outputs are fed into a second stage of pipelined registers.  The following 

stage adds the results of these three registers, grouped as a 3-unit, with an “accumulator” register 3-unit 

consisting of three additional 64-bit pipelined registers.  During this final addition, the contents of the 

permuted partial product addition registers are added to the running value stored in the accumulator.  Between 

each accumulator add, the contents of the 3-unit accumulator are right-shifted 32-bits into an additional 3-unit 

register group.  After six such accumulator-adds and 32-bit shifts, a complete final product is contained within 

the running 384-bits of 64-bit registers organized into two 3-unit registers.  A final product register, consisting 

of six 64-bit registers, stores the product for latching by another stage of the application. 

 

3.3 Hardware Multiplier Resources 

The Xilinx Vertex-II® FPGA comes with embedded multiplier blocks that can do signed multiplication for 

inputs of up to 18-bits wide, and unsigned up to 17-bits wide. These multiplier blocks can either be registered 

or non-registered.  The non-registered version is referred to as MULT18x18 and the registered block as 

MULT18x18s, but both instantiate the same block.  When the result is not registered, MULT18x18 is 

instantiated and when the result is registered MULT18x18s is instantiated. The multiplier block also has an 

internal register that can be used if one needs to run the multiplier at higher speeds.  To instantiate the internal 

register the product has to be registered twice—the first register is realized as an internal register and the 

second as the output register. 

 

3.4 The Hybrid Multiplier Scheme 

Compared with the Divide-and-Conquer scheme, the Broadcast multiplier has an advantage, in that it is 

more flexible in terms of determination of the bit-width and number of sub-multipliers to be implemented in 

the hardware, thereby achieving better resource usage.  However, since it can only make use of partial 
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parallelism in the multiplication, it cannot achieve the computation performance of the Divide-and-Conquer 

schemes. 

As explained before, the KOA and Broadcast schemes represent two end choices for the hierarchical 

multiplier design.  The KOA approach can better exploit the parallelism in the partial product generation but 

requires greater resource usage.  The Broadcast, on the other hand, is more resource conservative, but with 

lower computation performance.  As resource and delay tradeoffs are critical for the high level synthesis of 

new designs, it is desirable that we take the advantages afforded by each scheme by making proper tradeoffs in 

the design.  To achieve this trade-off, we incorporate these two models into a single design pattern to achieve 

this goal in the design of high bit-width multipliers. 

A hybrid multiplier is the hierarchical multiplier that adopts different hierarchical implementation 

strategies at different hierarchical levels. In our study, we employ two hierarchical multiplier structures, i.e., 

KOA and broadcast, in the design, since the variations of combinations of these two techniques can 

representatively provide a relatively large set of multiplier architecture with different area/speed 

characteristics.   

For ease of our presentation, we use an integer list, i.e. Mn={m1, m2, …, mN}, to represent a n by n hybrid 

multiplier with N hierarchical levels. Each element in the list, i.e., mi>0, represent the multiplication scheme 

adopted at the specific level, i.e., level i. The KOA scheme is applied at the ith level if mi=1, or the broadcast 

technique with k multiplication units is used if mi = k > 1. After hierarchically decomposed, the hybrid 

multipliers need a set of monolithic base multipliers.  

We can take advantage of the high performance and resource efficiency of the built-in hardware 

multipliers in many Xilinx Virtex-II® chips. Therefore, we assume the multiplications with bit-width less than 

18 bit are conducted with these hardware multipliers. 

For example, a 192-bit hybrid multiplier, Μ192 ={ 1, 1, 3}, has three abstraction levels. At the first level, 

KOA scheme is adopted which requires three 96-bit multipliers. For each of the 96-bit multipliers (the 2nd 

level), the KOA scheme is adopted again requiring three 48-bit multipliers each. For each of the 48-bit 
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multipliers (the 3rd level), the broadcast scheme with three 16-bit multipliers is used, and finally, totally 27 

built-in hardware multipliers are used as the base multipliers. 

 

4. Analysis of the Estimator 

Accurate area and delay characteristics of different multiplier architectures are crucial for the high level 

synthesis of new design. In regard to this, designers can collect these technical parameters through the 

synthesis and layout process with the EDA (Electronic Design Automation) tools. Unfortunately, this strategy 

is time consuming and can only be applied for a small set of different multipliers, which cannot be effectively 

used in the primary synthesis of a new design.  In this section, we estimate the performance characteristics of a 

given multiplier architecture scheme analytically, by taking advantage of the regularity in the hybrid 

multipliers.  As demonstrated in next section, the performance metrics predicted with our analytical method 

has a very low percentage error over actual results generated through synthesis and layout.   

 

 

4.1 Resource and delay estimation for KOA and BC multipliers 

Both KOA and BC multipliers are hierarchical multipliers having strong regularity. Their resource usage 

and timing can be formulated recursively from their implementation schemes.    

Specifically, for a n-bit width KOA multiplier, according to equation (1) and (2), the resource usage 

(SKOA(n)) can be formulated as 

)()
2

(*4)(*4)
2

(3)( nSnSnSnSnS koactlADDADDKOA +



++



=         (3) 

where S(n), SADD(n), Skoactl(n) represent the resource usage for the n-bit multiplier, n-bit adder, and the 

corresponding control logic, respectively. Note that four  2/n  adders are added in formula (3), which are used 

to compute a1. Even though according to (1), only two adders/subtracters are needed for (AH-AL) and (BH-BL), it 

would require a signed integer multiplier to compute a1. This makes it difficult to further decompose this 

multiplier with the unsigned multiplication schemes as we discussed before. To solve this problem, we use two 
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subtractors each to compute the absolute values for (AH-AL) and (BH-BL), and their sign bits are used to 

determine if the absolute value of a1 should be added to or subtracted from the sum of (a2+a0) later in 

computing the final product.  

Analyzing the critical path from Fig. 2 can readily derive the delay estimation. Specifically, the delay 

(TKOA(n)) for a n-bit width KOA multiplier can be formulated as   

)(4)
2

()( nTnTnT addKOA +



=            (4) 

where T(n) is the delay for the n-bit multiplier, and Tadd(n) is the delay for a n-bit adder.  

The area and timing cost for a BC type multiplier can be analyzed the same way. As explained in section 

2.2, an n-bit Broadcast multiplier with k sub-sections requires total k multipliers and two adders, one for 

computing the partial product in each round and the other for the accumulating the partial product. Therefore, 

the resource usage (denoted as SBC(n, k)) can be formulated as follows.  

),()()()(),( knSpnSnSpkSknS ctlbcADDADDBC ++++=       (5) 

where  ./ knp =  and SBCTL(n,k) represents the control logic resource usage for this strategy since the 

complexity of the control depends not only on the number of bits but also how many sections the operands are 

split.  

The delay for a BC multiplier can be estimated from Fig. 3.  To obtain the final production, the BC multiplier 

needs to go through k rounds, with each round containing the time for k multiplication which can be done in 

parallel, and two additions. Therefore, the delay (TBC(n)) for a n-bit BC multiplier can be formulated as 

follows.   

))()()(()( pnTnTpTknT addaddBC +++=         (6)  

 

4.2 Resource and delay estimation for the hybrid multipliers 
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As the hybrid multipliers are constructed hierarchically, and the implementation strategies adopted at 

different levels are independent of each other. We can estimate both the resource usage and delay for the 

hybrid multiplier based on our analytical results as shown before.  

Specifically, given a hybrid multiplier Μn={m1, m2, …, mN}, we have S(Mn) = S1(n) and T(Mn) = T1(n), where 










>=+



+++





=+



++





=

+

+

1 if ),,()()()(

1 if ),()
2

(*4)(*4)
2

(3
)(

)1(

)1(

kmknS
k
nnSnS

k
nkS

mnSnSnSnS
nS

ictlbcADDADDi

ikoactlADDADDi

i       (7) 

and 
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iaddadd

iaddi

i           (8) 

 

Equation (7) and (8) provide an analytical method to estimate the resource usage and delay amount for a 

hybrid multiplier. However, to get the concrete values, we still need to measure the resource usage for the 

adders and control logic, as well as the timing for the adders, which depends on the actual platform as well as 

the clock rate of the design.  

 

4.3 Functioning of the Estimator 

We target our high bit width multiplier design on a Xilinx Vertex-II® FPGA chip running at 100Mhz. For 

simplicity, we simply let the synthesis tool to take care of the adders. After conducting a series of experiment, 

we found that adders with bit width no more than 64 bits can be operated at the 10 ns as required. For adders 

with more than 64 bits, we simply use multiple cycles to compute the addition. We also found that the number 

of slices consumed by an adder is always half the operand bit-width by the synthesis tools (Xilinx ISE 6.1i), 

which make the resource usage for adder a trival problem.  
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Now the problem becomes how to estimate the resource usage for the control logic. Menn et. al [13] 

presented a method for estimating the resource usage based on the number of states in the design.  Their 

method is more suitable in the controller design where there is strong correlation between the complexity of the 

control and number of states. Due to the high regularity of the hierarchical structure, it is conceivable that the 

complexity of control logic varies more significantly with the size of input rather than the complexity (i.e., the 

number of states) of the control. We therefore assume a linear relationship between the usage of the control 

logic and the the input size. Specifically, we have  

                   11)( βα += nnSkoactl                                 (9) 

and  

         .),( 222 γβα ++= knknS bcctl           (10) 

 

To identify the parameters, i.e., α1, β1, α2, β2 and γ2 , we apply the traditional linear regression methods 

[14]. We randomly choose a set of five multipliers i.e. 24, 32, 48, 64 and 96-bit of each type as our sample 

models. These models are then designed, simulated to check for functional correctness, and synthesized to 

obtain the actual resource usage, i.e., slice usage in FPGA. These numbers are used as inputs in the linear 

regression model to compute the parameters.  Through our experiments, we obtained parameter values as 

α1=5.28, β1=-14.26, α2=1.92, β2=-3.03 and γ2=17.4. 

The Estimator for hybrid model is a C routine that substitutes these parameters in the analytical equations 

for KOA and BC topologies, recursively, to estimate the area cost for any size hybrid multiplier.  The C routine 

also estimates the timing cost, in number of clock cycles, by recursively analyzing the timing cost of sub-units. 

 

5. Validation Experiments 

In this section, we present experimental results evaluating the effectiveness of our approach.  We target our 

design for 256 bit multipliers at a Xilinx Vertex-II® FPGA chip [15] (with total 33,792 slices and 144 built-in 

hardware multipliers), running at 100Mhz.  From our initial experimental studies, the commercial tools, 
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namely the XST® tools (part of the Xilinx ISE® tool set), fail to synthesize such a large design due to the 

excessive resources requirements (slices and/or built-in Virtex-I® 18x18 hardware multipliers). 

 Cycles Slices 256-bit Hybrid 

multiplier Actual Estimate  Actual Estimate % error

M256{1 1 1 1} 38 38 17564 17665 0.58 

M256{1 1 1 2} 43 43 12917 13507 4.57 

M256{1 1 2 1} 50 50 11891 12274 3.22 

M256{1 1 4} 54 54 7054 7360 4.34 

M256{1 4 1} 73 73 6374 6610 3.70 

M256{1 2 4} 87 87 4385 4684 6.82 

M256{2 1 4} 98 98 4086 4240 3.77 

M256{2 4 1} 136 136 3649 3740 2.49 

M256{4 4} 156 156 1615 1584 1.92 

 

Table 1. Comparing Estimated to Actual. 

For ease of our experiments, we assume that the multiplicand is split into no more than 6 sub-units. 

Therefore, a 256-bit multiplier can have a maximum of four hierarchy levels, giving us a total of 64=1296 

possible candidate combinations.  It would be extremely time consuming, if not practical possible, to evaluate 

all these different designs. However, we can estimate each of the design exhaustively with our estimators 

within one second. Among these design alternatives, we then prune the space by reserving only the Pareto-

Optimal solutions [16].  That is, for any two given designs under consideration, no given one is clearly better 

than the other in terms of both resource usage and computation delay.  Pareto-Optimal solutions play a 

significant role for making the design tradeoffs during the high level synthesis. 
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Fig. 4. Comparing Estimator versus Synthesis & Layout. 

Fig. 4 graphs the Area-Delay curve for a range of possible architecture choices considered in this paper, 

with different area-time trade offs. For example, the multipliers can take as few as 38 cycles, but consumes as 

many as 17665 (estimated) slices.  Also, it can consume much less resources (as low as 1615) but require as 

many as 156 cycles. In addition, even though there are potentially a large number of possible combinations in 

the hierarchical multiplier design, only nine of them are possible design choices. Without our estimation 

techniques, to find such a set can be quite challenging. 

Our first set of experiments evaluates the accuracy when applying our estimator to project the resource 

and delay characteristics of a hybrid multiplier. Our second set of experiments present a set of design 

alternatives for the 256 bit multipliers that have different resource usage and delay characteristics. 

To validate the accuracy of estimated results we create the requisite designs in VHDL and synthesize these 

multipliers to obtain the actual area cost for comparison with the estimated results. These are presented in 

Table 1 and plotted in Fig. 4 on an Area-Delay curve. 

It is interesting to note that, in Table 4, the estimated delay exactly matches to the actual results as captured 

from simulation (using Mentor’s ModelSim SE® 5.7d).  This is because equation (8) can precisely determine 

the timing characteristics of a hybrid multipliers as long as that for the base multipliers and adders are precisely 

captured.  Moreover, as shown in Table 4, the relative deviations of the estimate results to the actual results are 

under 7%.  Overall, our experiments show that  by exploiting the regularity of the hierarchical multipliers, our 
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hybrid multiplier model and related analytical area/performance estimations can be effectively used in 

automatic design exploration for implementing efficient high bit-width multipliers. 

 

6. Conclusions and Further Work 

In this paper, we have presented a means to devise a set of candidate architectures for large operand-width 

Integer multipliers, which would be suitable for crypto-arithmetic applications.  We briefly discussed how such 

architectures will become more important as embedded systems designers seek to move more stream-oriented 

functionality into custom or programmable logic as part of SoC or more loosely-coupled embedded systems 

design platforms. We presented the architecture of the basic patterns for achieving flexible and efficient large 

multipliers, and also outlined a method for estimating the location of a given candidate architecture in the 

continuum as represented by the Area-Delay tradeoff curve.  Our hybrid model can represent a large spectrum 

of high bit width multipliers with different area/time trade off.  Furthermore, our analytical Estimator model 

makes design exploration among candidates in this large solution space possible and very practical.  Finally, 

our experimental results clearly indicate that our techniques are reasonably precise—thus making this method 

practical for use in actual architecture analysis of embedded systems, constructed either using the SoC method 

or the more loosely-coupled programmable logic approach. 

The relevance of the problem is readily apparent, if one considers the complexity of implementing the AES 

encryption algorithm.  As discussed in [7], the inventory of arithmetic processing units to carry out the 

necessary mathematical operations (finite field arithmetic over a Galois field GF(p) for some prime number p) 

comprises of 14 multiplications (of which 2 are squarings), 7 additions and 2 bit-shift operations.  Each of 

these multiplication operations must be performed modulo some prime number p, in order to reduce the bit-

width of the resultant product [7].  As such, we have been working with Montgomery multiplier architectures 

in the construction of elliptic curve addition units [7].  According to the Montgomery algorithm [20], each 

modular multiplier requires 3 base multipliers of the same operand width, on which the modular reduction 

takes place [7].  So, for the AES encryption algorithm that is part of the IEEE 802.11i standard extensions, 



Submitted to CASES-04  Page 20 

given an operand bit width of 192-bits (which we have been using as an example in this paper), we would 

require 42 multipliers, each of which must multiply 192x192 bit Integers.  As we postulated in this paper, there 

are a number of candidate architectures for realizing this operation using custom logic or programmable logic 

as the substrate on which these computations take place—for which we could subdivide these expensive 

operations.  However, it should be clear from the discussion that performing these operations strictly out of an 

embedded processor will be very costly, and might be problematic, given the performance requirements of the 

IEEE 803.11g WLAN standard [20] (having an upper limit throughput defined as 56 Mbits per second, 

operating in the 2.4 GHz frequency spectrum).  This provides strong motivation for considering alternate 

architectures for embedded systems for wireless LAN implementation using SoC and/or programmable logic 

techniques. 

We have not considered the impact of the use of a higher degree of parallelism that is possible in the 

construction of the constituent wide Adder units that would likely improve performance.  Consideration of this 

part of the problem is being investigated at present, so there are no results to present in context of this paper.  

Thus, in future work, we will be incorporating a greater spectrum of wide-bit adder architecture models (for 

example, incorporating parallelism inherent in Wallace tree adder schemes [10], increasing the level of 

parallelism in the multiplication supported in systolic structures [17, 18], or in formulating our combinational 

logic primitives in alternate Boolean representations, as in [19]) in the overall formulation of multiplier 

estimates.  In addition, we are extending the set of basic architecture patterns, incorporating other multiplier 

architectures, such as aforementioned tree structured and systolic architectures, into our analytical model and 

estimation method. 
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