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Abstract|We describe the application of a recon�gurable
computing platform to problems in communications secu-

rity. Speci�cally, we describe the implementation of multi-
precise multiplication as a kernel needed for certain NIST
elliptic curve cryptographic standards. Our target archi-

tecture is the Star Bridge Systems Hypercomputer1. By
converting what would have been software routines into syn-

thesized logic for the programmable resources of the Hyper-
computer, signi�cant speedups can be obtained in execution
time. The key problems faced in implementing the multipli-

cation kernels are the choice of a multiplication algorithm
that e�ectively balances the various costs of computation
and the partitioning of that algorithm among the several

FPGAs on the Hypercomputer.

I. Introduction

Many of the major computational problems in modern
communications center around the problem of secure com-
munications. For a number of years NIST has promulgated
standards for cryptographic protocols, some of which in-
volve public key algorithms [JM99], [Men93], [NIS99]. At
the heart of public key computations such as those of the
NIST standards are the basic arithmetic operations either
for multiprecise integers or for elements in �nite �elds of
characteristic 2 (\binary �elds") [Gra01], [LN94]. What we
will describe are library routines that speed up the basic
arithmetic without sacri�cing 
exibility.

Our primary parallel computing platform for this study
is the HC-36m Hypercomputer from Star Bridge Systems,
Inc. This machine contains an array of �ve Xilinx Virtex-
II XC2V6000 FPGA devices2, con�gured in a \crosspoint"
structure, with copious amounts of RAM. Data movement
to and from the FPGAs is via a PCIX bus 64 bits wide
running at a target clock speed of 134MHz. The issue for
realizing eÆcient arithmetic architectures on this platform
has to do with managing the tradeo� of area and speed|
speci�cally in the form of minimizing the communications
overhead of keeping the arithmetic units loaded with data
while also insuring that structures can be realized that can
be partitioned to Xilinx devices in such a way to minimize
o�-chip communications.

This work was sponsored by the Department of Defense under the
LUCITE contract #MDA904-98-C-A081. Research of the �rst author
is also partly supported by the National Science Foundation under
grant #0112874.
1Hypercomputer is a trademark of Star Bridge Systems, Inc.
2Xilinx and Virtex are trademarks of Xilinx, Inc.

II. Arithmetic Kernels for Cryptography

For pedagogical purposes we will use a canonical repre-
sentation of an elliptic curve proposed by NIST for cryp-
tographic applications, and we will deal only with prime

�elds GF (p) de�ned modulo a large prime p. Such a curve
can be written in homogeneous form as

Y 2Z = X3 +AXZ2 +BZ3

for constants A and B. The fundamental operation to be
explored is multiplication of a point P = (x; y; z) on the
group of the curve by a scalarM . The reason that this can
be a computationally intensive process is due to the size of
the operands.
There are 192-, 224-, 256-, 384-, and 521-bit versions of

the NIST curve, with each of p; x; y; z and M being that
many bits in length and requiring multiprecise modular
multiplications of those sizes. Multiplication on the ellip-
tic curve of a point by a scalar is done using the additive
analog of the standard recursive doubling method for ex-
ponentation. For a 192-bit multiplier, this will require 191
doublings and on average 96 additions (analogous to squar-
ings and multiplications) on the curve. With the above
canonical homogeneous representation of an elliptic curve
modulo p, for p one of the �ve primes proposed by NIST,
a single elliptic addition can be done using two squarings,
12 multiplications, seven additions, and two bit-shifts, all
done modulo p.
The squarings and multiplications are the expensive op-

erations here, in part because multiplication is much more
expensive than addition and in part due to the modular re-
duction that follows either a multiplication or an addition.
A sum of two operands is at most one bit longer than the
operands and can be reduced modulo p with at most one
subtraction. Reduction of a double-length product mod-
ulo p, however, has nearly the same cost as a multiprecise
division.
The modular reduction can be eliminated by using Mont-

gomery multiplication [Mon85] instead of ordinary multi-
plication and reduction; by using this method, the reduc-
tion is eliminated at the cost of two additional multiplica-
tions and two bit-shifts.
Beyond the actual rewriting of routines for attached re-

con�gurable hardware, the real problem to be addressed in
moving software into recon�gurable logic is the balance of
data movement and the granularity of computation.
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If we implement only the multiplication in the recon�g-
urable hardware, then we are likely to be underutilizing
the FPGAs. Even if we implemented Montgomery multi-
plication on the FPGAs, we would need to pass in three
multiprecise operands (a, b, and modulus p) as input to
the FPGAs and receive one (a � b modulo p) as output. It
is unlikely that the improved speed of the multiply would
compensate for the cost of moving data to and from the
FPGAs. The solution is to move more and more of the
computation onto the FPGA. If the entire elliptic addition
were a single operation on the FPGA resource, then one
would need to move four operands (xn, yn, zn, and p) as
input to the FPGAs and receive three (xn+1; yn+1; zn+1) as
output, but as many as 42 modular multiplications could
be computed with the speed improvement of the hardware
(counting squaring as a multiply, we have 14 multiplica-
tions modulo p, each of which in Montgomery mode has
the cost of three multiprecise unsigned integer multiplica-
tions).
A �nal test would be whether one could implement the

entire multiplication of a point by M as a recon�gurable
design. The parameters to be explored involve the relative
costs of data movement and compute time and the size
of the computation that can e�ectively be placed on the
recon�gurable resource.
Our problem thus begins with �nding the most e�ective

way to implement a multiprecise multiplication on the re-
con�gurable hardware, with the additional constraint that
we will eventually want to implement a signi�cant num-
ber of multiplications, in a pipelined fashion, and on a re-
con�gurable resource for which designs must eventually be
partitioned over several FPGAs.
We note here the best-case limitations of the target hard-

ware. The Hypercomputer is targeted at 64 bits per clock
with a clock rate of 134 MHz. A 256-bit operand thus
takes four clock cycles and the best we can hope for is 33.5
million such operands per second, or one operand every
30 ns. Four such operands as needed for a Montgomery
multiplication means that we have a maximum rate of one
multiplication every 120 ns.

III. Related Work

In addition to the work on implementations for the NIST
elliptic curve standards, we are doing similar work on the
Advanced Encryption Standard (AES, also known as Ri-
jndael) [DR01], [NIS01]. Once again, the kernel compu-
tations are not the standard 
oating point operations for
which standard processors have been designed, and the ker-
nels are highly amenable to implementation as synthesized
logic.
We mention also our eventual goal, which is that libraries

for the recon�gurable hardware should be transparently
substitutable for software libraries in packages like Math-
ematica, Matlab, or Maple. This would permit scientists
and engineers doing research to move from software-only
code in a very high-level scientist-friendly style to soft-
ware and hardware execution on a faster platform with-
out changes to the source code. Experimentation on a

desktop could become more serious experimentation on
a department-wide server and then intensive testing on
a large machine without requiring costly and bug-ridden
rewriting of code.

IV. Paths from Design to Synthesized Logic

There are several pathways by which a 256-bit multipli-
cation could be synthesized for a recon�gurable machine.
First, one could use the Xilinx ISE tools to design, syn-

thesize, and do the placement and routing of a multiplica-
tion architecture on a target Xilinx FPGA of one's choos-
ing.
The ISE tools are, presumably, close to optimal in terms

of their usage of the chip resources and the timing of the re-
sulting system, since these tools are quite speci�cally aimed
at Xilinx FPGAs. We note that with the Xilinx tools we
can directly synthesize a 32-bit or a 64-bit multiplier us-
ing templates from Xilinx to which we provide a bit-length
parameter.
As an alternative to the Xilinx ISE, one could use other

synthesis tools, such as those from Synopsys, to design a
multiplication, synthesize the logic, and then target the
Xilinx FPGA. Place-and-route would then be performed
by Xilinx tools. The price, if any, that will be paid for
more generality in the synthesis would be in the mapping
to the FPGAs.
Finally, in this case in which the target hardware is the

Star Bridge Systems Hypercomputer, one path is the use of
the proprietary Star Bridge Viva3 software. This package
performs synthesis targeted at the Xilinx FPGAs on the
Star Bridge hardware, and what we can expect from Viva
is that the Star Bridge hardware will be utilized e�ectively.
What is yet to be determined is how well Viva matches up
as a synthesis tool against the more established (and more
expensive) tools.

V. Designs for Multiprecise Multiplication

The cost of multiplication is inherently quadratic in the
number of bits of the operands. It is impractical to con-
struct monolithic circuits of such large widths, so we would
normally expect to construct a multiprecise multiplica-
tion (of 256 bits, for example) by staging a multiply from
smaller building blocks. A reasonable �rst version would
be to use 32-bit or 64-bit multiplication units. Several dif-
ferent algorithms for multiplication on operands of this size
exist in the literature [Car01], [FO01], [Knu97], including a
scalable algorithm for Montgomery multiplication [TK99].
Having modelled these basic multiplication units, we

subject them to benchmarking. As pointed out in Chen
and Mead [CM85], what might be considered an optimal
or eÆcient algorithm in a mathematical or software sense
may not be so from the standpoint of its VLSI architecture
because of physical cost considerations. We must therefore
subject each model to cost evaluation. For synthesized cir-
cuits, this is generally done in terms of area, speed and
power characteristics. Since this is an implementation on

3Viva is a trademark of Star Bridge Systems, Inc.
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a recon�gurable parallel computing platform, based on an
array of Xilinx FPGAs as processing units, we will ignore
the power issue and focus on area and speed. Area is im-
portant in a recon�gurable application, since we need to
be able to assess the ability of a multiplier unit to scale to
size, while also continuing to �t on the device; otherwise,
we will incur performance penalties by having to go o� chip
to complete the arithmetic function. Speed is important for
obvious reasons, in that minimizing computation time (in
the form of worst-case delay through the unit) a�ects the
overall time for computation.

Having characterized each of the identi�ed and modeled
multiplier units, we then devise scaled models of the com-
putation architecture for the data path widths that are of
interest. We are dealing with unsigned integer arithmetic
of widths 192, 224, 256, 384 and 521 bits in width. (Note
that the 521-bit computation will be rounded up to 544 bits
if 32-bit multiplication units are used and either 544 or 576
bits if 64-bit units are used.) We assume at present that
the architectures for each of the bit widths may dictate a
di�erent (or use of more than one type of) multiplier archi-
tecture for use in the model. Therefore, to account for this
possibility appropriately, we are benchmarking the larger
multiplier architecture using di�erent basic multiplier units
and evaluating the performance of each con�guration.

As mentioned, it is impractical to construct something
like a 256- or 512-bit multiplier circuit architecture as a
monolithic device. As discussed in [CM85], [Syn95], a hi-
erarchical design approach allows better management of
design complexity by exploiting the regularity of large
numbers of identical structures, and also a�ords a better
chance that a usable and eÆcient circuit can be synthe-
sized. Therefore, we create a number of di�erent multiplier
architectures and use these basic units to construct larger
multiplier circuits with large data path widths.
The idea for our \broadcast" multiplier architecture

comes from the following rendering of part of a multiply
parallelogram, where U(aibj) and L(aibj) are the upper
and lower halves of the double-length product of integers
written as digits A = a3a2a1a0 and B = b3b2b1b0.

b3 b2 b1 b0 (= B)

� a0 (= A)

U(a0b2) L(a0b2) U(a0b0) L(a0b0) (= P0)

U(a0b3) L(a0b3) U(a0b1) L(a0b1) (= P1)

If we assume that the operand digits are 32 bits in length,
then the 64-bit products a0b0 and a0b2 can be placed in a
128-bit long register P0 without interfering with one an-
other. Similarly, the 64-bit products a0b1 and a0b3 can be
placed in the 128-bit long register P1 without interfering
with one another. We then sum these two registers into a
running accumulator. At this point, the low 32 bits of the
accumulator can be shifted to the right, because subsequent
parts of the multiplication will not a�ect those bits. We
now shift A = a3a2a1a0 to the right by 32 bits and repeat

the multiply and accumulate stage with the 64-bit partial
products a1b0, a1b2, a1b1, and a1b3, and so on. This can be
viewed as a broadcast operation if we think of broadcasting
the digits of A one at a time to the multipliers holding the
digits of B.
This broadcast multiplier architecture would appear to

be well suited for long integer arithmetic. If our operands
are n digits long when expressed base R, the the archi-
tecture uses n multiplier units to create the n � n partial
products at a time cost of n multiply stages. The archi-
tecture thus scales linearly with the size of the operands.
If the FPGA resources permitted, one could consider using
2n multiply units and n=2 stages, multiplying two digits of
A in each stage instead of one. Unlike the synthesis of a
monolithic multiplier, this staged multiply unit has primar-
ily local and non-crossing signal paths. Further, the cost
of accumulating the partial products can be subsumed by
pipelining into the cost of the next partial multiplication
step. And, �nally, staging the multiplication in this way
eliminates the need for full-precision arithmetic units even
for the addition of partial products.
This architecture is one of two being used as the basis for

evaluating the tradeo�s of design of large data path width
structures to be realized in an array of Xilinx FPGAs. The
other design is the more traditional divide-and-conquer
model, similar to that depicted, for example, in Parhami
[Par00]. A 64-bit divide-and-conquer multiply using 32-bit
multipliers would compute (b1 �2

32+b0)�(a1 �2
32+a0) not as

a1b12
64+(a0b1+a1b0)2

32+a0b0 with four multiplies but as
a1b12

64+ t232+a0b0 for t = a1b1+a0b0�(a1�a0)(b1�b0),
requiring only three multiplies, all of 32-bit operands, with
some care taken since t might involve negative numbers.
Larger divide-and-conquer algorithms continue this three-
for-four improvement in the number of multipliers needed.

VI. Analysis and Conclusions

The Xilinx Virtex-II XC2V6000 FPGA has an array of
96�88 CLBs, each of which contains four slices, for a total
of 33792 slices per FPGA. The chip can run at a maximum
speed of 50MHz for a minimum 20ns cycle time. We present
in Table 1 the resource utilization and timing of several
di�erent multipliers, synthesized using both the Xilinx ISE
and the Synopsys tools. The results using Synopsys con-
sistently require more slices and have a longer maximum
delay than do the multipliers produced by the ISE. This is
no doubt due in part to the fact that the design used by
the ISE utilizes some of the special features (such as the
on-chip multipliers) that we have required by included in
our own VHDL designs synthesized by Synopsys.
Focussing more speci�cally on the Xilinx results, we

present seven di�erent multipliers:

A. A 32-bit multiplier that uses 119 slices and four of the
144 internal multiplier units on the XC2V6000 FPGA.
B. A 64-bit multiplier that uses 484 slices and 16 of the
144 internal multiplier units.
C. A 64-bit multiplier that uses 2268 slices and uses none
of the internal multiplier units.
D. A 64-bit multiplier built up with a divide-and-conquer
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approach from 32-bit multipliers and that uses 504 slices
and 12 of the 144 internal multiplier units.
E. A 128-bit multiplier built up with a divide-and-conquer
approach from 64-bit multipliers and that uses 1814 slices
and 36 of the 144 internal multiplier units.
F. A 256-bit multiplier built up with a divide-and-conquer
approach from 64-bit multipliers and that uses 6025 slices
and 108 of the 144 internal multiplier units.
G. A 256-bit multiplier built with the broadcast approach
from eight 32-bit multipliers and that uses 1809 slices and
32 of the 144 internal multiplier units.

Method Slices Delay Mults
(ns)

32-bit shift-add 197 6.2
(Synopsys)

32-bit Knuth 192 6.7
(Synopsys)

32-bit Booth 387 9.3
(Synopsys)

64-bit shift-add 412 10.0
(Synopsys)

64-bit Knuth 814 21.0
(Synopsys)

64-bit Booth 424 10.5
(Synopsys)

(A) 32-bit Xilinx ISE 119 4.4 4
(B) 64-bit Xilinx ISE 484 6.4 16
(C) 64-bit Xilinx ISE 2268 7.1 0
(D) 64-bit Xilinx ISE 504 7.7 12

divide-and-conquer
(E) 128-bit Xilinx ISE 1814 16.6 36

divide-and-conquer
(F) 256-bit Xilinx ISE 6025 18.1 108

divide-and-conquer
(G) 256-bit Xilinx ISE 1809 *14.8 32

broadcast-32

Table 1: Resources needed for multiplier units

From this, we can begin to estimate the ability of the
XC2V6000 chip to support long integer multiplication. The
divide-and-conquer implementations D, E, and F, for 64-,
128-, and 256-bit multiplication use, as expected, exactly
3, 9, and 27 times the number of multipliers needed for
the Xilinx 32-bit multiplier. The slice utilization ratios
504/119 = 4.2, 1814/504 = 3.6, and 6025/1814 = 3.3 sug-
gest that the resource needed in excess of that for the mul-
tiplication units is decreasing as a fraction of the total re-
source needed (remembering, of course, that the 32-bit unit
requires no additional adders and that increasingly larger
multipliers will actually need relatively more and not fewer
adders).
Slice utilization does not preclude the use of the

XC2V6000 for long multiplication using divide and con-
quer. A divide-and-conquer 512 � 512 multiplier will re-
quire three 256-bit multipliers. If the slice utilization ratios
hold, then the 6025� (6025=1814) � 20; 000 slices needed
would still be comfortably less than the 33,792 slices on

the XC2V6000. However, three multipliers would require
324 on-chip multiply units, but only 144 are available, and
even the largest Virtex FPGA, the XC2V8000, has only 168
multipliers. Clearly, if a 512-bit multiply is to be put on
the XC2V6000, a hybrid multiplication architecture will be
necessary. Also clear is that the next larger multiplication
architecture needed to support the NIST standard, which
would be 384 bits long, would be a very tight �t indeed,
and that the 544-bit arithmetic must be split over multiple
chips if the multiplications are done in this way.

Having seen the need for a hybrid algorithm, we present
as multiplier G data for a 256-bit multiplication unit built
from 32-bit units and done in eight multiplication steps.
The total slice utilization is only 1809, of which just over
half is for the eight 32-bit multiplication units. This ver-
sion splits the multiplication into four stages: multiply in
parallel, sum the the two partial products P0 and P1, sum
the result into the running accumulator, and shift out the
low 32 bits into the �nal result register. The time per
stage comes out to just under 15 ns. At a cost in speed,
the pipelined multiplications can be done on a single chip
for 256-bit operands. (We are not sure at this point, how-
ever, why there is such a large discrepancy between the 4.4
ns of the 32-bit multiplication and the 14.8 ns of the eight
parallel 32-bit multiplications for the broadcast algorithm.)

A 512 � 512 multiplication unit done with the broad-
cast method on 128-bit operands would require four 128-bit
multiplication units. These might just �t on a single chip;
the problem is that they would require all 144 of the inter-
nal multiplication units. Although it is usually extremely
diÆcult to use all of any resource on an FPGA and still
have enough wiggle room for place-and-route to succeed,
the four multipliers and the attendant adders should use
less than half the slices on the chip, so there is some reason
to believe that the design might be feasible. The slightly
longer 521-bit multiply would probably require reuse of
some of the silicon resources at a cost of longer delay or
more clock cycles, but the slowdown would probably be
less than what one would face if it were necessary to par-
tition the multiply across two FPGAs.

The bottom line at this stage of the research is the fol-
lowing. We have identi�ed the internal multiplier units on
the Xilinx chips as the crucial resource if the Xilinx fast
multiplication designs are to be used. We do not know
whether direct synthesis of long multiplication is feasible,
but we would not expect it to be anywhere near competi-
tive in speed with use of the Xilinx designs, and hence the
number of internal multiplier units is probably the limit-
ing factor in the overall design of the long multiply. Given
that conclusion, it would seem that the breakpoint is at
256 bit operands. For the 192-, 224-, and 256-bit operands
of the NIST proposal, a divide-and-conquer multiplication
design should be feasible and �t on a single chip. For the
larger 384- and 521-bit operands, hybrid approaches will be
necessary, using fewer resources but requiring more time.
With �ve XC2V6000 chips on the Hypercomputer, a com-
plete Montgomery multiplication should be achievable for
the smaller operands; for the larger operands, this is likely
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to be possible only through the partial re-use of resources.
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