Crime, and

Informatic

— Standards of conduct as they pertain to the use of
information systems

to obtain about others an
can be used




- Information privacy, accuracy, property, and accessibility are central to most
ethical concerns about information technology.
Information Privacy
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Information Property

tronic Communications Privacy Act (ECPA)

— Monitoring e-mail
_1 The need for a code of ethica
— Business ethics
— Plagiarism
— Cybersquatting

Breaking into government Web sites
- Stealing credit card information

ling or compromising data
i horized computer access
belonging to banks
ting communications

acing and Cracking

— Hacker — one who gains unauthorized
access, but without doing d
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_I Encryption
— The process of encoding messages before they enter the
network or airwaves, then decoding them at the receiving
end of the transfer

_I'How encryption works

— Symmetric secret key system
- Both sender and recipient use the same key:
-+ Key management can be a problem
— Public key technology
2 A private key and a public key
— Certificate authority
2 A trusted middleman verifies that a Web site is a trusted site
(provides public keys to trusted partners)
2 Secure socket layers (SSL)
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Symmetric secret key system 7

A symmetric secret key algorithm is a
cryptographic algorithm that uses the same
key to encrypt and decrypt data. The best
known algorithm is the U.S. Department of
Defense's Data Encryption Standard (DES).
DES, which was developed at IBM in 1977,
was thought to be so difficult to break that
the U.S. government restricted its exportation.
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Public key technology @.

_1 Two large prime numbers
) Very hard to solve (intractable solution)

Public key technology -
Security and Key Length

Key Size
2-bit. RO 2x2=4

3-bit 243 2x2x2=8

4-bit 2 2x2x2x2= 16

5-bit ZAS 2Xx2x2x2x2= 32

6-bit 276 2X2x2x2x2x2= 64

7-bit R07. 2x2x2x2x2x2x2= 128

8-bit 278 2X2X2Xx2x2x2x2x2= 256

9-bit 22 2X2X2X2X2X2x2X2x2= 512

10-bit 2710 2X2x2X2x2X2x2x2x2x2= 1024
11-bit 271 2X2X2X2X2X2X2X2X2X2...= 2048
12-bit 2712 2X2x2X2X2X2X2X2Xx2X2....= 4096
16-bit 2716 2X2X2X2X2X2X2%2%2X2...= 65536
24-bit 2724 2X2x2X2x2X2x2%2x2x2...= 16.7 million

30-bit 2730 2x2x2x2x2x2x2x2x2x2...= 1 billion (1,073,741,800)
40-bit 2740 2x2x2x2x2x2x2x2x2x2....= 1 trillion (1,097,728,000,000)
56-bit 2756 2X2X2X2X2X2X2X2X2X2.....= 72 thousand illi
(71,892,000,000,000,000)
128-bit 27128 2 multiplied by 2
128 times over = 339,000,000,000,000,000,000,000,000,000,000,000
(give or take a couple trillion...)




E O — Avoid “cookies”
systems — Visit sites anonymou
— Use caution when req| J confirming e-mail

g conned in cyberspace

— Internet auctions
— Internet access
— International modem dialing

Web cramming
— Multilevel marketing (pyramid schei
— Travel/vacations
— Business opportunities
— Investments
— Health-care products




