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Abstract

In this paper we examine undesred inference atacks from distributed
public XML documents. An undesired inference is a chain of reasoning
that leads to protected data of an organization using only publicly
avalable information. We propose a framework, the Ontology guided
XML Security Engine (Oxsegin), and algorithms to detect and prevent
undesired inference attacks.  Oxsegin uses the Correlaied Inference
Procedure to detect corrdated information that may lead to undesired
disclosure. The sysem operates on the DTD’s of XML documents, and
uses an ontologica class-hierarchy to identify tags that may contribute to
security violations. A security violation pointer is assgned to a s&t of tags
that may contribute to a possble security violation. The likdihood of a
detected security violation is measured by a confidence level coefficient
attached to the security violation pointers.

Keywords. XML security, ontology based inference attack, data
aggregation, correlated data inference, multi-level XML security

1. INTRODUCTION

Information systems have become a fundamenta pat of our everyday life
During the last few years the number of distributed gpplications usng eXtensble Markup
Language (XML) increased; the concept of Semantic Web emerged [16]. Ontologies [2,
17] support applications to access data without human assstance from severd distributed
sources and over different software platforms. The amount of data available over the
Internet increases proportiond with the demand for information.  While individud data
units are usudly caefully andyzed not to disclose any confidentid information,
correlated data may alow unintended disclosure of confidentia information.

! Thiswork was partially supported by the National Science Foundation under Grant No. 0112874
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XML security follows two man research trends. (i) Document Instance Security
for digitd dgnatures [14] and encryption [15] and (ii) Access Control Models for multi-
levd XML documents [9, 10, 11, 12, 13]. The man focus of these works is how to
assgn and enforce access permissions (eg., security classfication labes) to XML
documents.  Current techniques, however, do not consder the security implications of
automated corrdation of large amount of machine-understandable data.

To provide interoperation among large, distributed XML document repostories
ontology-based query engines are being developed. The retrievd of the information is
based on data semantics and requires minimum knowledge about document Sructure and
gyntax.  Ontologies [1] incude formd specification of concepts, definition of terms,
reaionships between data, vocabulary of concepts in a taxonomic gructure, attributes of
concepts, logical axioms, and other related information for a specific knowledge domain.
They unify the different syntaxes and of the documents and supply background
knowledge for query answering [3]. XML data retrievd is currently supported by severa
query languages, such as Lord for XML [7], XML-QL, and XQL [8]. One of the
research objectives for XML query engines is to use comprehensive ontologies to retrieve
information based on the meaning of the query rather than the exact syntax [2, 5]. The
query engines employ ontologies to derive additiond knowledge usng a deductive
inference system.

Unfortunately, techniques, that support interoperation, may dso lead to
unintended and undesred inferences.  Intuitively, an undesired inference occurs when a
user is able to infer non-permitted information from intentionally disclosed data and
avalable ontologies.  This inference threat is smilar to the inference problem in
traditional databases, where the ontology corresponds to the externd domain knowledge.
However, due to () the dynamic nature of the Web, i) the large amount of information
to be processed, and (iii) the fact that the owner of the sengtive information does not
have control over al publicly avalable data that may lead to undesred inferences,
traditiond inference control techniques are insufficient to provide protection aganst
undesired inferences. Up to date, smdl-scae data availability and the lack of automated
data corrdation tools limited the threst of unwanted inferences via externd domain
knowledge. The impact of automated XML document correaions from large distributed
databases usng ontologies has not been yet fully addressed from the informetion security
point of view.

Our research targets the security impact of the ontology enhanced XML tools over
large, distributed XML databases. We show that it is possble to use ontologies to mount
specific data inference attacks on XML daa We develop techniques to detect and
prevent attacks due to correlated data under different format. To prevent these attacks,
we propose the Ontology guided XML Secuwrity Engine (Oxsegin). Oxsegin is a
probabiligtic engine that computes security violation pointers with associated confidence
level coefficients. We develop and incorporate in Oxsegin adgorithms and procedures to
detect corrdated data from a large collection of XML documents usng the concept
hierarchy from the ontology module. We dso provide a framework to compute the
asociated confidence level of a security violation pointer based on correlated data, where
the confidence level indicates the likelihood of the security breach.
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The rest of the paper is organized as follows: Section 2 presents an example of
ontology-guided attack using public domain data Section 3 describes the architecture
and functiondity of Oxsegin. Section 4 gives the technica details for the corrdated data
inference process in the security engine.  Findly we conclude and propose future research
in Section 5.

2. ONTOLOGY-BASED ATTACKSIN XML DATABASES

Undesired inferences in multilevel secure databases have been dudied extensvely
(see [18] for an overview). The inference problem is to detect and remove inference
channels that lead to disclosure of unauthorized data by combining authorized data and
meta-data.  In traditional databases, the security officer has complete control over dl
organizationd data, thus dlowing the modification of ther security cdassfication of data
or deny access to data if necessary to remove any unwanted inferences. In Web
environment, where correlated data may come from severd, independent sources, only a
gmdl portion of publicly avalable data is under the control of the owner of the sengtive
information.  Therefore, dimination of a detected inference channd may require other
than information technology response to limit the possble damage. Neverthdess the
detection of a possible security breach via undesired inference isimportart.

We assume that organizationd data contains both public (eg., available from the
Web) and confidentid (eg., available only to some of the users) data’. Before rdeasing
the public data the organization wants to ensure that others will not be able to combine
this public data with other publicly available data on the Web (eg., other webstes) to
gain access to confidential data.  If such disclosure is detected, appropriate response is
performed. Response may range from declining the intended release of the public data or
perform non-IT based countermeasures.

To peform an attack, atackers must acquire ontologies based on the type of
sengtive information they target. Then, they employ a regular web crawler to browse
public daa and use the ontology to unify the informeation. Based on the avaladle
information and the correctness and details of the ontology it is possble that attackers
successfully derive data thet is not permitted for them.

Congder the document fragment (Figures 1.8) extracted from a database carrying
informetion for upcoming ar-shows.  This document provides information, like the
address and driving directions to military bases (Base X) where an ar-show is hed. The
second document fragment (Figure 1.b), extracted from a locd State Divison for Hedth
Adminidration, shows a mgp of drinking water basns within a given date.  Findly, the
third fragment (Figure 1.c), is pat of a sendgtive document, containing data about the
locations of the water sources for severa military bases, including Base X. The security
requirement of the military is that the information about the water reservoirs of military
bases should only be accessible by authorized users.  The air-show information (fragment
1) is avalable online and the drinking water basns information (fragment 2) is outdde
of the military protection domain and publicly available.  Indeed, our example is based
on data available on existing Web ste but we replaced the red data with fictiona values.

2 For simplicity, we only deal with public and confidential security labels that represent atotal order.
However, the presented techniques are applicable for the multilevel lattice-based models as well asto
discretionary and role-based models.
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A possble ontology for this atack unifies the <waterSource> with <basin>,
<fort> with <base> and <address> with <didrict> tags. Using this correation, the
attackers gain access to secret information (association between the Base X and its water
source in Badn Z), without any access to the critica infrastructure database.  Going
further, this type of information may be used in conjunction with a st of water chemica
contaminants published by the Environmental Protection Agency dong with possible
commercia products that can supply these chemicds (details about this inference are

purposdy left out).

the ontology and uniform access to online resources.

Findly, the complexity of this atack is reduced by the smplicity of

<SNOW> ..
<fort> Base X </fort>

<waterMap> ...... P
<digrict>District Y

Air-show information Drinking water basins Criticd Infragtructure
Figure 1L.a Figure 1.b Figure 1.c
<?ml verson="1.0"?> <?ml verson="1.0"?> <?ml verson="1.0"?>

<infrastructure> ..............
<base> Base X </base>

<address> Didtrict Y </digtrict> <waterSource> Basin Z
</address> <basin>Basin Z </waterSource>
</show> </basin> </infrastructure>
</waterM ap>

Figure 1.: Undesired Inference from Public Data

3. ONTOLOGY GUIDED XML SECURITY ENGINE

The motivation for the dedgn of Oxsegin was to assist security officers and
database adminigrators to securdy update XML databases by identifying possble
security violations from illegd inferences.  Oxsegin uses a probabilisic inference engine
with varying precison levds. Oxsegin indicates the posshility of unwanted inferences
where the corrdated data from the test files (publicly avalable datd) maiches the
reference file (protected, confidentia data). If unwanted inference is detected, some to
the test files must not be released or norntI T response needs to be performed.

The security engine has four man components the Probabilistic Inference
Module — PIM, the User Defined Inference Parameters Module — UDIPM, the Ontology
Module and the XML Database Access Module. The Input and Feedback Module - IFM
is not incorporated in the Oxsegin architecture.  The IFM functiondity is to supply the
reference and test XML dructures, the st the inference parameters and decide the
gppropriate actions if a security violation is detected. Development of response policy to
detected security violations is outsde of the scope of this paper.

PIM computes possble security violation pointers between the reference
document and the set of test documents. Intuitively, a security violation pointer indicates
tags from the corresponding reference and test DTD files that might conditute unwanted
inferences.  For each security violation pointer, PIM computes an associated confidence
level coefficient that reflects the likdihood of security violaion involving the set of tags
UDIPM dlows the security officer to define different inference processing parameters
that will control the complexity of inference andyss The inference uses the semantic
formdism and concept hierarchy supplied by the Ontology module. The class hierarchy
can be a general-purpose ontology or a custom build hierarchy to derive a specific attack.
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Parameters
Probabilistic /(ML i
i > Module f"S Access :
i security i
! violation select !
I S S pointers ____________________ testfiles ____|

U Input and Feedback Module

Figure 2: Oxsegin Architecture

The XML Database Access module represents a gateway to a collection of XML
documents. There are no specific format or access requirements. The XML database can
be the locdl, public document repostory or files accessed via HTTP within a given web
domain. As a result, Oxsegin can be used to securely publish documents over the web.
The reference DTD sructure corresponds to the protected document and the test DTD
dructures covers the set of dl documents from the public domain, the security analyss
determines the existence of undesired inferences.

3.2 Probabiligtic I nference

PIM usss a st of procedures to identify security violations employing the
ontology module to guide the inference process. Section 4 describes in full detals the
Correlate Inference Procedure.  The Ontology module input is used to abstract the
concepts represented by the tags within the DTD files. A security violation pointer SVP
is assgned to every unwanted inference.  The confidence leve coefficient CLC is
computed for each SVP, basaed on the set of probabilities corresponding to the concepts in
the ontology, the rdative pogtion of the tags in the DTD files, and the reative postion of
the concepts in the ontology class hierarchy.

Definition 3.1 Security Violation Pointer

A Security Violation Pointer (SVP) isaset of tags T = {t; ... §} that represent a possible
Security violation via unwanted inference.
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Definition 3.2 Confidence Leve Coefficient
The Confidence Level Coefficient (CLC) of an SVP is the likeihood of the inference
involving the tags of the SVP.

Within a DTD, we didinguish between syntacticdly identicd tags but at
gructurdly different location. We define dl tags as a pairs, contaning the tag's name
and the tag's path informaion from the root node of the DTD. For cdlarity, in the
folowing we omit the path information unless it is needed to differentiate between the
tags.

To formaize ontologies we adapt the use of Frame Logic [6] as the conceptud
modeling  language. It accommodates cardindity condrants for attributes and
rlationships in different granularities. We assume tha the security officer assgns a
weight to each concept in the ontology class hierarchy to differentiate between less and
more specific concepts from the perspective of the protected sengtive information. The
more specific a concept is, the brger the weight assigned to it. The root of the ontology
class-hierarchy has a minima weight since it is the least specific concept. Concepts that
ae rdevant to the given knowledge doman and the specific security requirements
usudly cary larger weights.  After the security officer assgns the weights for each
concept, the system computes the set of the associated probabilities.  Probabilities
caculated for each concept reflect the likelihood of the same syntactic forms to represent
the same semantic concepts, and are cdculated by normdizing the weights assgned to
each concept.

Definition 3.3 Ontological Abstraction Level

Given the concept C from ontology O, the Ontological Abstraction Leve of C, denoted
as OAL(C), isnif C is located a depth n in the corresponding ontology class hierarchy.
The root concept Cr of the class-hierarchy has OAL(CR) = 0.

Definition 3.4 Base Ontological Abstraction Leve
The Base Ontological Abstraction Level of a tag t, denoted as BOAL(t), is the OAL of
the concept C contained within the tag t.

Definition 3.5 Abstracting a concept N steps
A concept C from an ontology O is abstracted N steps when it is replaced N times by its
immediate parents in the corresponding ontology class-hierarchy.

Definition 3.6 Container and Data Tags

A container tag is an XML tag that holds only structured information in the form of other
XML tags and has no tags atributes. A data tags is an XML tag that contains at least one
unit of information. A data tag may contain data and container tags.
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4 CORRELATED INFERENCE PROCEDURE

In this section we propose an inference procedure that detects undesired inference
attacks within a particular knowledge or semantic domain. The Corrdated Inference
Procedure detects ontology-based attacks similar to the one described in Section 2. The
procedure checks a reference DTD gructure (corresponding to the classified information)
agang a sat of tet DTD dructures (corresponding to the publicly avaladle information)
by abdtracting and unifying tags using the concepts knowledge supplied by the ontology.

The man data dructure used by the Corrdated Inference Procedure is the
Inference Association Graphs (IAG). Intuitively, IAG represents the associations among
tags of an XML DTD dructure.  The nodes of an IAG correspond to the XML data tags
and the edges represent associations between the tags. Figure 2. represents the 1AG
correponding to the XML filesin Figure 1.

Each association has an attached Association Probability Coefficient (APC) thet
reflects the likelihood the corresponding nodes represent related concepts. In addition,
asociaions can be classfied according to the security policy of the organization. A
Security violation pointer identifies associations of different IAGs where each association
is among the same tags but has different security classfication.  Such associations
represent cases where users can derive information in one set of documents while they
are disdlowed to access the same information in a different set of documents.

Definition 4.1 XML Association

Given a parent tag P with the security label Lp and any two of its children § and S inthe
XML DTD dtructure, P defines an XML association between § and $. The association
has a corresponding security label Lp and P represents the association source.

Definition 4.2 Association Probability Coefficient

The Association Probability Coefficient, denoted as APC, corresponding to  an
asociation between tags S; and S, with an association source P, represents the
probability that Pis used to ssmantically corrdatetags S; and S,.

P, APC|=0.25

test set IAGs reference IAG

Figure 2: Inference Association Graphs I1AGs
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Definition 4.3 Inference Association Graph

The Inference Association Grgph of an XML DTD gructure, denoted by IAG=(V, E), isa
graph with nodes V (data tags of the XML) and edges E (associations among the tags).
Each edge is labded with a par (Lp, APCp), representing the security labd and
probability coefficient of the association source tag.

Definition 4.4 Document Structure Level DSL(t)

Given a tag t from a DTD tree D, the document sructure level of t in D, denoted as
DSL(t), is the maximum depth of the sub-tree rooted at t. All the leaves h, b, ..., k inthe
DTD have DSL(l;) = O.

Note, that it is dways possble to find an XML association between any two tags
in a DTD dgructure since the root tag is the parent for dl tags in the DTD tree. However,
this type of remote association is rardy relevant. In generd, it is reasonable to assume
that APCs decrease with the distance between the associated elements and the source.
Algorithm 1. gives the forma description of the procedure to build the IAG. To reduce
the complexity of the inference process the dgorithm limits the number of tags
consdered for XML associations.  Associations are consdered only if the rddive
difference between the tags and the association source in the DTD tree is less than
MaxDepth. MaxDepth is a variable st by the security officer according to the specifics
of the domain of the XML DTD structure.

Algorithm 1l: Build I AG
I nput: XML DTD structure
CQut put: | AG
BEG N
FOR all data tags D DO
Create a correspondi ng node V,
FOR all tags T; DO
FOR all V; and Vi such that D and D¢ successor of T; and
Dept h( D) - Dept ( T;) <MaxDept h, Dept h( D) - Dept ( T;) <MaxDept h DO
Create the edge e between (V;, V)
Label e with (Ly, APCijk)
END FOR
END FOR
END

APC is cdculated usng the distance of the data tags from the association source, their
relaive distance and document structure leve.

APGCijk = L * ! *
1+Depth(D)- Depth(Ti) 1+Depth(Dk)-Depth(Ti)
1 1 1

*

1+|Dept h(Dy) - Dept h(u)||* DSL(D) +1 DSL(Dx)+1
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1 1 :
and in the

1+Depth(D)- Dept h(Ti) 1+ Dept h( Dx) - Dept h(Ti)
definition of APCijjx quantify the relative depth difference in the DTD tree between the
associated tags and the source of the association. APC decreases with the distance
between the tags and the association source.  The third coefficient in the definition of
APCij, L

1+|Pept h(D)- Dept h( )|
asociated tags. Tags a the same depth have a corresponding APC larger than tags at
different depth inthe DTD tree.

The firs two coefficients

, quantifies the relative depth difference between the

_ 1 a9 1
DSL(D) +1 DSL(Dx)+1
complexity of the associated tags. Tags that represent the root of larger sub-trees are
more likely to be container tags, and this reduces the relevance of any associaion
involving them.

The next two coefficients quantify the <ructurd

Obj ect[]. OAL=0 WGT=1 OP=1/50
wat er Source :: Object OAL=1 WGT=15 OP=15/50
basin :: waterSource OAL=2 WGT=1 OP=1/50
pl ace :: Object OAL=1 WGT=15 OP=15/50
district :: place OAL=2 WGT=1 OoP=1/50
address :: place OAL=2 WGT=1 OP=15/50
base :: Object OAL=1 WGT=15 OP=15/ 50
fort :: base OAL=2 WGT=1 OP=1/ 50

Figure 3: Ontology represented with Frame L ogic statements

After building the IAG for eech XML DTD dructure in the test set, the ontology
is used to integrate them into a sngle dructure - the test set IAG. The Frame Logic
datements in Figure 3. represent the ontology associated with the knowledge domain of
the XML DTD dructure in Figure 1. Each concept is shown with the associated ontology
abdraction level OAL, weight WGT, and probability OP. If the XML DTD gructures in
the test st belong to the same knowledge domain, abstracting the tag names may create
pars of duplicated nodes among different IAGs.  Eliminating the duplicated nodes
collgpses the test st IAGs into a single compact structure.  Each node in the IAG has an
attached Concept Abgtraction Level coefficient (CAL).  Intuitively, CAL reflects the
likelihood that the new concept is an abdiract representation of the tag that is replaced.
For the initia concepts in the XML DTD sructure, CAL = 1. Then for each abstraction,
CAL ismodified usng the probaility of the new concept in the ontology.

Definition 4.5 Concept Abstraction Level

The concept abdtraction level (CAL) is the likdihood that the concept from the ontology
hierarchy is an abdract representation of the initid XML tag name. For repested
replacements, CAL is the probability the present concept is an absiract representation of
the origind tag name.
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Given the tree gtructure of the XML documents as well as the ontology hierarchy,
dl tags eventudly collapse into a single node if abdtracted to the root of the ontology. To
prevent this from happening, the Corrdated Inference Procedure has a set of redrictions
on the abstraction process and the tags that it uses. The concepts are only abstracted
within two predefined OAL limits (see definition 3.3): MaxOAL and MinOAL.
MaxOAL is usudly set to the depth of the ontology hierarchy tree while the MinOAL is
set according to the specifics of the ontology. Usualy, MinOAL is the average ontology
depth of the concepts targeted by the inference attacks and is set by the security officer
based on a paticular knowledge domain. The second redtriction on the abdtraction
process is based on the targeted tags. Tags located towards the root of the XML
document are usudly container tags, mostly used for structuring the document and rarely
involved in semantic corrdations.  Since this cannot be made a generd rule because is
highly dependent on the XML document, again the security officer assgns a maximum
level within the XML sructure to congder tags in the abdtraction process — MaxDSL
where DSL denotes the document structure level.

Integrating the test st IAGs smulates the naturd human brain inference process
in three diginct stages. In the first stage the concepts associated with XML tags are
abdracted, unifying same notions origindly under different syntactic forms.  In the
second sage, by diminating the duplicated nodes and collgpsing the multi-structure
IAGs, the sysem smulates the inference link between multiple files with rdlated data  In
the third stage the system performs a trangtive corrdaion to smulate linking XML tags
through smilar abdract concepts. This is the mogt dgnificant sep snce the security
violation pointers are based on edges created by the trangtive corrdation. The trangtive
correlation relates two tags through an XML association (IAG edge) with a common third
tag. Since the targeted inference is usudly between multiple XML DTD dructures, it
follows naturdly to peform the trangtive corrdation after duplicated node reduction.
Algorithm 2. gives the forma description of the Correlated | nference Procedure.

Each edge added in the trangtive corrdation of the test set IAG represents a
possble illegd inference.  The Corrdated Inference Procedure checks al these edges
agang the reference IAG to identify security violation pointers. The test for security
violation pointes is peformed on edges, snce the edges represent valid XML
asociations.  Each edge added to the tet set IAG by the trangtive corrdation is
compared to al edges in the reference IAG. The system places a security violation
pointer (SVP) on pairs of edges between smilar nodes if the reference edge security |abe
dominates the test set edge security label. Intuitively this means that an association from
the reference DTD dructure is classfied @ a higher security levd than an association
among the test DTD dructures discovered by the trandtive corrdation procedure. The
edges are matched for a security violaion employing again the ontology hierarchy to
abstract concepts for each tested edge. The tags are abstracted up to a minimum ontology
abdraction leved MinOAL to avoid matching al concepts a the ontology root. This step
is not computationd demanding conddering the relative limited number of concepts in
the ontology relative to the number of tags in the test DTD dructures set. Each SVP has
a confidence leve coefficient CLC computed based on the APC of the edge and the CAL
of the nodes.
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The last coefficient in computing CLC, (1-|lcAL,, - CAL,,,|) quentifies the
rdaive difference between the maximum and minimum levd of &bdraction for the

concepts in the XML associations.  Concepts on the same leved of abdraction in the
ontology hierarchy have a higher associated CLC.

Al gorithm 2: Correlated I nference Procedure
I nput: Test and Reference DID structures | AGs
Qutput: Security Violation Pointers
BEGA N
FOR ALL tags T; DO CAL;, =1
FOR X=MaxOAL DOWNTO M nOAL DO
FOR ALL tags T; such that DSL(T;)<MaxDSL, OAL(T;)=X DO
Abstract T; by 1, CAL; = CAL;* OP(T; concept)
| F duplicated nodes THEN
El i mi nate duplicated nodes
FOR ALL tags T; such that T;=T; DO
Remove T; and direct all edges to T,

CAL; =m n[ CAL ,CALTJ.]
END FOR
Transitive correlation
FOR ALL tags T; and T, where T;, Tx connected with T; DO
Let L=max[Ly q,Ly q] @d APC= APC, o * APC,
Connect T; and Ty by e, with | abel (L, APC)
FOR ALL edges enin the reference set DO
FOR ALL concepts 1[M nOAL, MaxOAL] of e, e, nodes DO
IF en® e, THEN
IF (security | abel ep)<(security |abel e, THEN
CALarg = average CAL for e, and en nodes

CAL (ax max CAL for e, and ey, nodes
CALyin mn CAL for e, and ey, nodes

Cl‘C:C‘A‘Lavrg * APCEn *APCEm* (l_ ||CALrTax - CAerin ")
Pl ace SVP on tags corresponding to nodes in the
edges e, enpwith an associated CLC

END | F
END I F
END FOR
FOR " SVP; such that CLGC > DSTcoef DO
Perform data search on associ ated tags
| F data mat ch THEN
CLG =1
END FOR
END

Figure 4 shows the reference IAG and the integrated test set IAG corresponding
to the IAGs in Figure 2 and the XML files in Figure 1. The tag <fort> was abstracted to
<base> and the tag <basin> was abstracted to <waterSource>. Both tags <address> and
<digrict> were abdracted to <base> inducing a trandtive correlaion between <base>
and <waterSource>. The new XML trandtive association between <base> and
<waterSource> is classfied public according to the Corrdated Inference Procedure
dgorithm.  This triggers a security violation between the test set and the reference IAG
where the same association is classified secret.
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P, APC=0.25

S, APC=0.25

waterSource
CAL=1

Figure 4: Unified I nference Association Graph

If the CLC corresponding to a particular SVP is above the Data Search Threshold
coefficient (DSTcoef), the system provides low-level data granularity search. If data
items associated with the reference and tet st XML DTD dgructures maich, the
associated CLC is st to 1, the maximum confidence level. The low-level data search
provides maximum security but dso maximum processng complexity. High-leve
detection may produce fase pogtive security violation pointers with high confidence
coefficents. Data granularity search decreases the amount of false positives but does not
guaranty to eiminate al of them. The Corrdated Inference Procedure runs the anayss
for security violation pointers on the DTD dructure leved.  This represents an advantage
for large XML documents databases where usualy more than one document corresponds
to ay given DTD file Opeaing a the DTD levd is dmilar to high-leve security
detection with reasonable accuracy under reasonable computationa complexity. For more
accurate detection the procedure uses specidized data granularity search to identify
Security violations with maximum confidence leve.

5. CONCLUSIONS AND FUTURE WORK

This paper presents a new method to prevent inference atacks in large XML
databases. We show how ontologies can be used to implement automated attacks on large
XML databases and develop methods and techniques to detect and prevent such attacks.
Although ontologicd inferences have been dudied from the perspective of providing
interoperation, the security impacts of these new technologies have not been investigated
and there are no tools to prevent these thresats.

To the authors best knowledge, Oxsegin is the fird proposd to provide a
semanticaly enhanced XML security framework.  This paper adds a new component to
the security engine to prevent inference attacks based on correlated data.  The Correlated
Inference Procedure runs a probabiligtic dgorithm to computes security violation pointers
and their associated confidence level probability. The procedure can be tuned to run a
different complexity levels to enhance the efficiency of the modd.
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In future work, we are developing a smulaion of Oxsegin. We are planning to
tes the performance of the smulaion againg human andyss usng both naive users and
domain experts. We expect our modd to have accuracy sSmilar to the accuracy of a
domain expert. The main contribution of our modd is to be able to handle large amount

of sami-gructured data thet is infeasible by usng human experts only.
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